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Summary

CVE CVE-2014-8654

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-06 15:55:00 UTC

Updated 2017-09-08 01:29:00 UTC

Description Multiple cross-site request forgery (CSRF) vulnerabilities in Compal Broadband Networks (CBN) CH6640E and CG6640E Wireless Gateway hardware 1.0 with firmware CH6640-3.5.11.7-NOSH allow remote attackers to hijack the authentication of administrators for requests that (1) have unspecified impact on DDNS configuration via a request to basicDDNS.html, (2) change the wifi password via the psKey parameter to setWirelessSecurity.html, (3) add a static MAC address via the MacAddress parameter in an add_static action to setBasicDHCP1.html, or (4) enable or disable UPnP via the UPnP parameter in an apply action to setAdvancedOptions.html.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Compal Broadband Networks Cg6640e Wireless Gateway 1.0 All All All

Hardware Compal Broadband Networks Cg6640e Wireless Gateway 1.0 All All All

Hardware Compal Broadband Networks Ch664oe Wireless Gateway 1.0 All All All

Hardware Compal Broadband Networks Ch664oe Wireless Gateway 1.0 All All All

Application Compal Broadband Networks Firmware ch6640-3.5.11.7-nosh All All All

Application Compal Broadband Networks Firmware ch6640-3.5.11.7-nosh All All All

References

Reference Source Link

CBN CH6640E and CG6640E Wireless Gateway Series Multiple Security Vulnerabilities BID www.securityfocus.com

113842 OSVDB osvdb.org

Zero Science Lab » CBN CH6640E/CG6640E Wireless Gateway Series Multiple Vulnerabilities MISC www.zeroscience.mk

113841 OSVDB osvdb.org

CBN CH6640E/CG6640E Wireless Gateway XSS / CSRF / DoS / Disclosure ≈ Packet Storm MISC packetstormsecurity.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

113843 OSVDB osvdb.org

CBN CH6640E/CG6640E Wireless Gateway Series Multiple Vulnerabilities EXPLOIT-DB www.exploit-db.com
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113840 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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