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CVE CVE-2014-8727
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2014-11-17 16:59:00 UTC
Updated 2017-09-08 01:29:00 UTC
Description Multiple directory traversal vulnerabilities in F5 BIG-IP before 10.2.2 allow local users with the "Resource Administrator" or '

1|

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application F5 Big-ip Local Traffic Manager All All

All

Edition Language

All

References

Reference

F5 BIG-IP 10.1.0 - Directory Traversal Vulnerability

F5 BIG-IP Lets Remote Authenticated Users Delete Files on the Target System - Security Tracker
IBM X-Force Exchange

SOL13109 - Overview of BIG-IP version 10.2.2 cumulative hotfixes

F5 BIG-IP 10.1.0 Directory Traversal = Packet Storm

AskF5 | Release Note: BIG-IP LTM and TMOS version 11.0.0

F5 Networks BIG-IP CVE-2014-8727 Directory Traversal Vulnerability

CVE Program record

NVD vulnerability detail

/

Source

EXPLOIT-DB

SECTRACK

XF

CONFIRM

MISC

CONFIRM

BID

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Link

www.exploit-db.com
www.securitytracker.com
exchange.xforce.ibmclouc
support.f5.com
packetstormsecurity.com
support.f5.com
www.securityfocus.com
WWw.cve.org
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https://cve.report/CVE-2014-8727/mitre
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https://cve.report/api/cve/CVE-2014-8727.json
https://cve.report/CVE-2014-8727.pdf
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_local_traffic_manager
http://www.exploit-db.com/exploits/35222
http://www.securitytracker.com/id/1031216
https://exchange.xforce.ibmcloud.com/vulnerabilities/98676
https://support.f5.com/kb/en-us/solutions/public/13000/100/sol13109.html
http://packetstormsecurity.com/files/129084/F5-BIG-IP-10.1.0-Directory-Traversal.html
https://support.f5.com/kb/en-us/products/big-ip_ltm/releasenotes/product/relnote_11_0_0_ltm.html
http://www.securityfocus.com/bid/71063
https://www.cve.org/CVERecord?id=CVE-2014-8727
https://nvd.nist.gov/vuln/detail/CVE-2014-8727
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