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CVE-2014-8/730

MITRE NVD CVE.ORG Print: PDF %5

CVE-2014-8730

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2014-12-10 00:59:00 UTC
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The SSL profiles component in F5 BIG-IP LTM, APM, and ASM 10.0.0 through 10.2.4 and 11.0.0 through 11.5.1, AAM 11.¢
| i

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
F5 Big-ip Access Policy Manager 10.1.0 All All All
F5 Big-ip Access Policy Manager 10.2.0 All All All
F5 Big-ip Access Policy Manager 10.2.1 All All All
F5 Big-ip Access Policy Manager 10.2.2 All All All
F5 Big-ip Access Policy Manager 10.2.3 All All All
F5 Big-ip Access Policy Manager 10.2.4 All All All
F5 Big-ip Access Policy Manager 11.0.0 All All All
F5 Big-ip Access Policy Manager 11.1.0 All All All
F5 Big-ip Access Policy Manager 11.2.0 All All All
F5 Big-ip Access Policy Manager 11.2.1 All All All
F5 Big-ip Access Policy Manager 11.3.0 All All All
F5 Big-ip Access Policy Manager 11.4.0 All All All
F5 Big-ip Access Policy Manager 11.5.0 All All All
F5 Big-ip Access Policy Manager 11.5.1 All All All
F5 Big-ip Access Policy Manager 10.1.0 All All All
F5 Big-ip Access Policy Manager 10.2.0 All All All
F5 Big-ip Access Policy Manager 10.2.1 All All All
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Application F5 Big-iq Security 4.2.0 All All All
Application F5 Big-iq Security 43.0 All All All
Application F5 Big-iq Security 4.4.0 All All All
Application F5 Big-iq Security 4.0.0 All All All
Application F5 Big-iq Security 4.1.0 All All All
Application F5 Big-iq Security 420 All All All
Application F5 Big-iq Security 4.3.0 All All All
Application F5 Big-ig Security 4.4.0 All All All
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CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590920 ABB Relion 650 series Secure Sockets Layer (SSL) 3.0 Protocol and POODLE Attack Multiple Vulnerabilities (ABB-VU-PSAC-
1MRG018009)
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