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State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2014-8739

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2020-02-08 18:15:00 UTC

2020-02-12 18:37:00 UTC

Unrestricted file upload vulnerability in server/php/UploadHandler.php in the jQuery File Upload Plugin 6.4.4 for jQuery, as
‘\ i

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Creative-solutions Creative Contact Form All All All All
Creative-solutions Creative Contact Form All All All All
Creative-solutions Creative Contact Form All All All All
Creative-solutions Creative Contact Form All All All All
Creative-solutions Creative Contact Form All All All All
Jquery File Upload Project Jquery File Upload 6.4.4 All All All
Jquery File Upload Project Jquery File Upload 6.4.4 All All All

References
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Creative Contact Form (Wordpress 0.9.7 and Joomla 2.0.0) - Shell Upload Vulnerability

osvdb.org/show/osvdb/113669

oss-security - Re: CVE request: Joomla component com_sexycontactform and WordPress plugin sexy-contact-form unrestricted file upload
oss-security - Re: CVE request: Joomla component com_sexycontactform and WordPress plugin sexy-contact-form unrestricted file upload
osvdb.org/show/osvdb/113673

WordPress Plugin Creative Contact Form - Arbitrary File Upload (Metasploit) - PHP remote Exploit

WordPress > Creative Contact Form « WordPress Plugins
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oss-security - CVE request: Joomla component com_sexycontactform and WordPress plugin sexy-contact-form unrestricted file upload
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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