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CVE CVE-2014-8750
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-15 14:55:00 UTC
Updated 2018-11-16 15:06:00 UTC
Description Race condition in the VMware driver in OpenStack Compute (Nova) before 2014.1.4 and 2014.2 before 2014.2rc1 allows re
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Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openstack Nova All All All All
Application Openstack Nova 2014.2 milestone1 All All
Application Openstack Nova 2014.2 milestone2 All All
Application Openstack Nova 2014.2 milestone3 All All
Application Openstack Nova All All All All
Application Openstack Nova 2014.2 milestone All All
Application Openstack Nova 2014.2 milestone2 All All
Application Openstack Nova 2014.2 milestone3 All All
Reference

Bug #1357372 “[oss-security] [OSSA 2014-035] Nova VMware driver ...” : Bugs : OpenStack Compute (nova)

OpenStack Open Source Cloud Computing Software » Message: [openstack-announce] [OSSA 2014-035] Nova VMware driver may connect
Red Hat Customer Portal

OpenStack Nova VMware driver 'get_vnc_port()' Function Race Condition Vulnerability

oss-security - [OSSA 2014-035] Nova VMware driver may connect VNC to another tenant's console (CVE-2014-8750)

Security Advisory SA60227 - OpenStack Nova VMware VNC Port Allocation Security Bypass Security Issue - Secunia
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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