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Summary

CVE CVE-2014-8769

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-20 17:50:00 UTC

Updated 2018-10-09 19:54:00 UTC

Description tcpdump 3.8 through 4.6.2 might allow remote attackers to obtain sensitive information from memory or cause a denial of service (packet loss or segmentation fault) via a crafted Ad hoc On-Demand Distance Vector (AODV) packet, which triggers an out-of-bounds memory access.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Tcpdump 3.8.0 All All All

Application Redhat Tcpdump 3.8.2 All All All

Application Redhat Tcpdump 3.9.2 All All All

Application Redhat Tcpdump 3.9.3 All All All

Application Redhat Tcpdump 3.9.4 All All All

Application Redhat Tcpdump 3.9.5 All All All

Application Redhat Tcpdump 3.9.6 All All All

Application Redhat Tcpdump 3.9.7 All All All

Application Redhat Tcpdump 3.9.8 All All All

Application Redhat Tcpdump 4.0.0 All All All

Application Redhat Tcpdump 4.1.0 All All All

Application Redhat Tcpdump 4.1.1 All All All

Application Redhat Tcpdump 4.1.2 All All All

Application Redhat Tcpdump 4.2.1 All All All

Application Redhat Tcpdump 4.3.0 All All All

Application Redhat Tcpdump 4.3.1 All All All

Application Redhat Tcpdump 4.4.0 All All All
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Application Redhat Tcpdump 4.4.0 All All All

Application Redhat Tcpdump 4.5.0 All All All

Application Redhat Tcpdump 4.5.1 All All All

Application Redhat Tcpdump 4.5.2 All All All

Application Redhat Tcpdump 4.6.0 All All All

Application Redhat Tcpdump 4.6.1 All All All

Application Redhat Tcpdump 4.6.2 All All All

Application Redhat Tcpdump 3.8.0 All All All

Application Redhat Tcpdump 3.8.2 All All All

Application Redhat Tcpdump 3.9.2 All All All

Application Redhat Tcpdump 3.9.3 All All All

Application Redhat Tcpdump 3.9.4 All All All

Application Redhat Tcpdump 3.9.5 All All All

Application Redhat Tcpdump 3.9.6 All All All

Application Redhat Tcpdump 3.9.7 All All All

Application Redhat Tcpdump 3.9.8 All All All

Application Redhat Tcpdump 4.0.0 All All All

Application Redhat Tcpdump 4.1.0 All All All

Application Redhat Tcpdump 4.1.1 All All All

Application Redhat Tcpdump 4.1.2 All All All

Application Redhat Tcpdump 4.2.1 All All All

Application Redhat Tcpdump 4.3.0 All All All

Application Redhat Tcpdump 4.3.1 All All All

Application Redhat Tcpdump 4.4.0 All All All

Application Redhat Tcpdump 4.5.0 All All All

Application Redhat Tcpdump 4.5.1 All All All

Application Redhat Tcpdump 4.5.2 All All All

Application Redhat Tcpdump 4.6.0 All All All

Application Redhat Tcpdump 4.6.1 All All All

Application Redhat Tcpdump 4.6.2 All All All
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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