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Summary

CVE CVE-2014-8892

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-03-06 23:59:00 UTC

Updated 2019-07-16 12:23:00 UTC

Description Unspecified vulnerability in the Java Virtual Machine (JVM) in IBM SDK, Java Technology Edition 5.0 before SR16-FP9, 6 before SR16-FP3, 6R1 before SR8-FP3, 7 before SR8-FP10, and 7R1 before SR2-FP10 allows remote attackers to bypass intended access permissions and obtain sensitive information via unspecified vectors related to the security manager.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Java Sdk All All All All

Application Ibm Java Sdk All All All All

Application Ibm Java Sdk All All All All

Application Ibm Java Sdk All All All All

References

Reference Source Link

Bug 1189145 – CVE-2014-8892 IBM JDK: unspecified partial Java sandbox bypass fixed in Feb 2015 update CONFIRM bugzilla.redhat.com

IBM Security Bulletin: Multiple vulnerabilities in current releases of the IBM® SDK, Java™ Technology Edition - United States CONFIRM www-304.ibm.com

[security-announce] SUSE-SU-2015:0344-1: important: Security update for SUSE lists.opensuse.org

[security-announce] SUSE-SU-2015:0376-1: important: Security update for SUSE lists.opensuse.org

developerWorks : Technical Topics : Java™ technology : IBM Developer kits : Security alerts CONFIRM www.ibm.com

[security-announce] SUSE-SU-2015:1073-1: important: SUSE lists.opensuse.org

[security-announce] SUSE-SU-2015:0392-1: important: Security update for SUSE lists.opensuse.org

[security-announce] SUSE-SU-2015:0304-1: important: Security update for SUSE lists.opensuse.org

Red Hat Customer Portal REDHAT rhn.redhat.com

Red Hat Customer Portal REDHAT rhn.redhat.com
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[security-announce] SUSE-SU-2015:0345-1: important: Security update for SUSE lists.opensuse.org

IBM Java SDK CVE-2014-8892 Remote Information Disclosure Vulnerability BID www.securityfocus.com

[security-announce] SUSE-SU-2015:0343-1: important: Security update for SUSE lists.opensuse.org

[security-announce] SUSE-SU-2015:0306-1: important: Security update for SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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