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Summary

CVE CVE-2014-8917

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-28 22:59:00 UTC

Updated 2017-09-08 01:29:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in (1) dojox/form/resources/uploader.swf (aka upload.swf), (2) dojox/form/resources/fileuploader.swf (aka fileupload.swf), (3) dojox/av/resources/audio.swf, and (4) dojox/av/resources/video.swf in the IBM Dojo Toolkit, as used in IBM Social Media Analytics 1.3 before IF11 and other products, allow remote attackers to inject arbitrary web script or HTML via unspecified vectors.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Financial Transaction Manager 2.0.0.0 All All All

Application Ibm Financial Transaction Manager 2.0.0.1 All All All

Application Ibm Financial Transaction Manager 2.0.0.2 All All All

Application Ibm Financial Transaction Manager 2.0.0.3 All All All

Application Ibm Financial Transaction Manager 2.1.0.0 All All All

Application Ibm Financial Transaction Manager 2.1.0.1 All All All

Application Ibm Financial Transaction Manager 2.1.0.2 All All All

Application Ibm Financial Transaction Manager 2.1.1.0 All All All

Application Ibm Financial Transaction Manager 2.1.1.1 All All All

Application Ibm Financial Transaction Manager 3.0.0.0 All All All

Application Ibm Financial Transaction Manager 2.0.0.0 All All All

Application Ibm Financial Transaction Manager 2.0.0.1 All All All

Application Ibm Financial Transaction Manager 2.0.0.2 All All All

Application Ibm Financial Transaction Manager 2.0.0.3 All All All

Application Ibm Financial Transaction Manager 2.1.0.0 All All All

Application Ibm Financial Transaction Manager 2.1.0.1 All All All

Application Ibm Financial Transaction Manager 2.1.0.2 All All All
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Application Ibm Financial Transaction Manager 2.1.0.2 All All All

Application Ibm Financial Transaction Manager 2.1.1.0 All All All

Application Ibm Financial Transaction Manager 2.1.1.1 All All All

Application Ibm Financial Transaction Manager 3.0.0.0 All All All

Application Ibm Financial Transaction Manager For Check Services 2.1.1.8 All All All

Application Ibm Financial Transaction Manager For Check Services 2.1.1.8 All All All

Application Ibm Financial Transaction Manager For Corporate Payment Services 2.1.1.0 All All All

Application Ibm Financial Transaction Manager For Corporate Payment Services 2.1.1.0 All All All

Application Ibm Social Media Analytics All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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