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Summary

CVE CVE-2014-8951

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-16 17:59:00 UTC

Updated 2017-09-08 01:29:00 UTC

Description Unspecified vulnerability in Check Point Security Gateway R75, R76, R77, and R77.10, when UserCheck is enabled and the (1) Application Control, (2) URL Filtering, (3) DLP, (4) Threat Emulation, (5) Anti-Bot, or (6) Anti-Virus blade is used, allows remote attackers to cause a denial of service (fwk0 process crash, core dump, and restart) via a redirect to the UserCheck page.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Checkpoint Security Gateway r75 All All All

Application Checkpoint Security Gateway r76 All All All

Application Checkpoint Security Gateway r77 All All All

Application Checkpoint Security Gateway r77.10 All All All

Application Checkpoint Security Gateway r75 All All All

Application Checkpoint Security Gateway r76 All All All

Application Checkpoint Security Gateway r77 All All All

Application Checkpoint Security Gateway r77.10 All All All

References

Reference Source Link

Check Point Security Gateway Multiple Denial of Service Vulnerabilities BID www.securityfocus.com

Security Advisory SA58487 - Check Point Security Gateways Multiple Denial of Service Vulnerabilities - Secunia SECUNIA secunia.com

Random traffic outages when UserCheck is enabled on Security Gateway (CVE-2014-8951) CONFIRM supportcenter.checkpoint.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2014-8951/mitre
https://cve.report/CVE-2014-8951/nist
https://cve.report/CVE-2014-8951/cve_org
https://cve.report/api/cve/CVE-2014-8951.json
https://cve.report/CVE-2014-8951.pdf
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/security_gateway
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/security_gateway
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/security_gateway
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/security_gateway
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/security_gateway
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/security_gateway
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/security_gateway
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/security_gateway
http://www.securityfocus.com/bid/67993
http://secunia.com/advisories/58487
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk100505
https://exchange.xforce.ibmcloud.com/vulnerabilities/98761
https://www.cve.org/CVERecord?id=CVE-2014-8951
https://nvd.nist.gov/vuln/detail/CVE-2014-8951


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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