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Summary

CVE CVE-2014-8952

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-16 17:59:00 UTC

Updated 2017-09-08 01:29:00 UTC

Description Multiple unspecified vulnerabilities in Check Point Security Gateway R75.40VS, R75.45, R75.46, R75.47, R76, R77, and R77.10, when the (1) IPS blade, (2) IPsec Remote Access, (3) Mobile Access / SSL VPN blade, (4) SSL Network Extender, (5) Identify Awareness blade, (6) HTTPS Inspection, (7) UserCheck, or (8) Data Leak Prevention blade module is enabled, allow remote attackers to cause a denial of service ("stability issue") via an unspecified "traffic condition."

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Checkpoint Security Gateway r75.40 vs All All

Application Checkpoint Security Gateway r75.45 All All All

Application Checkpoint Security Gateway r75.46 All All All

Application Checkpoint Security Gateway r75.47 All All All

Application Checkpoint Security Gateway r76 All All All

Application Checkpoint Security Gateway r77 All All All

Application Checkpoint Security Gateway r77.10 All All All

Application Checkpoint Security Gateway r75.40 vs All All

Application Checkpoint Security Gateway r75.45 All All All

Application Checkpoint Security Gateway r75.46 All All All

Application Checkpoint Security Gateway r75.47 All All All

Application Checkpoint Security Gateway r76 All All All

Application Checkpoint Security Gateway r77 All All All

Application Checkpoint Security Gateway r77.10 All All All
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Check Point Security Gateway Multiple Denial of Service Vulnerabilities BID www.securityfocus.com

Security Advisory SA58487 - Check Point Security Gateways Multiple Denial of Service Vulnerabilities - Secunia SECUNIA secunia.com

Important security and stability enhancements for Security Gateway CONFIRM supportcenter.checkpoint.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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