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Summary

CVE CVE-2014-8959

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-30 11:59:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description Directory traversal vulnerability in libraries/gis/GIS_Factory.class.php in the GIS editor in phpMyAdmin 4.0.x before 4.0.10.6, 4.1.x before 4.1.14.7, and 4.2.x before 4.2.12 allows remote authenticated users to include and execute arbitrary local files via a crafted geometry-type parameter.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Opensuse Opensuse 12.3 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Opensuse Opensuse 12.3 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Application Phpmyadmin Phpmyadmin 4.0.0 All All All

Application Phpmyadmin Phpmyadmin 4.0.0 rc2 All All

Application Phpmyadmin Phpmyadmin 4.0.0 rc3 All All

Application Phpmyadmin Phpmyadmin 4.0.1 All All All

Application Phpmyadmin Phpmyadmin 4.0.10 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.0 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.1 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.2 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.3 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.4 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.5 All All All
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Application Phpmyadmin Phpmyadmin 4.0.10.5 All All All

Application Phpmyadmin Phpmyadmin 4.0.2 All All All

Application Phpmyadmin Phpmyadmin 4.0.3 All All All

Application Phpmyadmin Phpmyadmin 4.0.4 All All All

Application Phpmyadmin Phpmyadmin 4.0.4.1 All All All

Application Phpmyadmin Phpmyadmin 4.0.4.2 All All All

Application Phpmyadmin Phpmyadmin 4.0.5 All All All

Application Phpmyadmin Phpmyadmin 4.0.6 All All All

Application Phpmyadmin Phpmyadmin 4.0.7 All All All

Application Phpmyadmin Phpmyadmin 4.0.8 All All All

Application Phpmyadmin Phpmyadmin 4.0.9 All All All

Application Phpmyadmin Phpmyadmin 4.1.0 All All All

Application Phpmyadmin Phpmyadmin 4.1.1 All All All

Application Phpmyadmin Phpmyadmin 4.1.10 All All All

Application Phpmyadmin Phpmyadmin 4.1.11 All All All

Application Phpmyadmin Phpmyadmin 4.1.12 All All All

Application Phpmyadmin Phpmyadmin 4.1.13 All All All

Application Phpmyadmin Phpmyadmin 4.1.14 All All All

Application Phpmyadmin Phpmyadmin 4.1.14.1 All All All

Application Phpmyadmin Phpmyadmin 4.1.14.2 All All All

Application Phpmyadmin Phpmyadmin 4.1.14.3 All All All

Application Phpmyadmin Phpmyadmin 4.1.14.4 All All All

Application Phpmyadmin Phpmyadmin 4.1.14.5 All All All

Application Phpmyadmin Phpmyadmin 4.1.14.6 All All All

Application Phpmyadmin Phpmyadmin 4.1.2 All All All

Application Phpmyadmin Phpmyadmin 4.1.3 All All All

Application Phpmyadmin Phpmyadmin 4.1.4 All All All

Application Phpmyadmin Phpmyadmin 4.1.5 All All All

Application Phpmyadmin Phpmyadmin 4.1.6 All All All

Application Phpmyadmin Phpmyadmin 4.1.7 All All All

Application Phpmyadmin Phpmyadmin 4.1.8 All All All

Application Phpmyadmin Phpmyadmin 4.1.9 All All All

Application Phpmyadmin Phpmyadmin 4.2.0 All All All

Application Phpmyadmin Phpmyadmin 4.2.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.10 All All All

Application Phpmyadmin Phpmyadmin 4.2.11 All All All
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Application Phpmyadmin Phpmyadmin 4.2.2 All All All

Application Phpmyadmin Phpmyadmin 4.2.3 All All All

Application Phpmyadmin Phpmyadmin 4.2.4 All All All

Application Phpmyadmin Phpmyadmin 4.2.5 All All All

Application Phpmyadmin Phpmyadmin 4.2.6 All All All

Application Phpmyadmin Phpmyadmin 4.2.7 All All All

Application Phpmyadmin Phpmyadmin 4.2.7.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.8 All All All

Application Phpmyadmin Phpmyadmin 4.2.8.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.9 All All All

Application Phpmyadmin Phpmyadmin 4.0.0 All All All

Application Phpmyadmin Phpmyadmin 4.0.0 rc2 All All

Application Phpmyadmin Phpmyadmin 4.0.0 rc3 All All

Application Phpmyadmin Phpmyadmin 4.0.1 All All All

Application Phpmyadmin Phpmyadmin 4.0.10 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.0 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.1 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.2 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.3 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.4 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.5 All All All

Application Phpmyadmin Phpmyadmin 4.0.2 All All All

Application Phpmyadmin Phpmyadmin 4.0.3 All All All

Application Phpmyadmin Phpmyadmin 4.0.4 All All All

Application Phpmyadmin Phpmyadmin 4.0.4.1 All All All

Application Phpmyadmin Phpmyadmin 4.0.4.2 All All All

Application Phpmyadmin Phpmyadmin 4.0.5 All All All

Application Phpmyadmin Phpmyadmin 4.0.6 All All All

Application Phpmyadmin Phpmyadmin 4.0.7 All All All

Application Phpmyadmin Phpmyadmin 4.0.8 All All All

Application Phpmyadmin Phpmyadmin 4.0.9 All All All

Application Phpmyadmin Phpmyadmin 4.1.0 All All All

Application Phpmyadmin Phpmyadmin 4.1.1 All All All

Application Phpmyadmin Phpmyadmin 4.1.10 All All All

Application Phpmyadmin Phpmyadmin 4.1.11 All All All

Application Phpmyadmin Phpmyadmin 4.1.12 All All All
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Application Phpmyadmin Phpmyadmin 4.1.12 All All All

Application Phpmyadmin Phpmyadmin 4.1.13 All All All

Application Phpmyadmin Phpmyadmin 4.1.14 All All All

Application Phpmyadmin Phpmyadmin 4.1.14.1 All All All

Application Phpmyadmin Phpmyadmin 4.1.14.2 All All All

Application Phpmyadmin Phpmyadmin 4.1.14.3 All All All

Application Phpmyadmin Phpmyadmin 4.1.14.4 All All All

Application Phpmyadmin Phpmyadmin 4.1.14.5 All All All

Application Phpmyadmin Phpmyadmin 4.1.14.6 All All All

Application Phpmyadmin Phpmyadmin 4.1.2 All All All

Application Phpmyadmin Phpmyadmin 4.1.3 All All All

Application Phpmyadmin Phpmyadmin 4.1.4 All All All

Application Phpmyadmin Phpmyadmin 4.1.5 All All All

Application Phpmyadmin Phpmyadmin 4.1.6 All All All

Application Phpmyadmin Phpmyadmin 4.1.7 All All All

Application Phpmyadmin Phpmyadmin 4.1.8 All All All

Application Phpmyadmin Phpmyadmin 4.1.9 All All All

Application Phpmyadmin Phpmyadmin 4.2.0 All All All

Application Phpmyadmin Phpmyadmin 4.2.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.10 All All All

Application Phpmyadmin Phpmyadmin 4.2.11 All All All

Application Phpmyadmin Phpmyadmin 4.2.2 All All All

Application Phpmyadmin Phpmyadmin 4.2.3 All All All

Application Phpmyadmin Phpmyadmin 4.2.4 All All All

Application Phpmyadmin Phpmyadmin 4.2.5 All All All

Application Phpmyadmin Phpmyadmin 4.2.6 All All All

Application Phpmyadmin Phpmyadmin 4.2.7 All All All

Application Phpmyadmin Phpmyadmin 4.2.7.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.8 All All All

Application Phpmyadmin Phpmyadmin 4.2.8.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.9 All All All

References

Reference Source Link

openSUSE-SU-2014:1561-1: moderate: Security update for phpMyAdmin SUSE lists.opensuse.org

bug #4594 [security] Path traversal in file inclusion of GIS factory · 80cd40b · phpmyadmin/phpmyadmin · GitHub CONFIRM github.com
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Gentoo Security GENTOO security.gentoo.org

Support / Security / Advisories / / MDVSA-2014:228 | Mandriva MANDRIVA www.mandriva.com

phpMyAdmin CVE-2014-8959 Local File Include Vulnerability BID www.securityfocus.com

phpMyAdmin - Security - PMASA-2014-14 CONFIRM www.phpmyadmin.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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