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Description

/

Risk And Classification

Icecast before 2.4.1 transmits the output of the on-connect script, which might allow remote attackers to obtain sensitive inf

1|

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Vendor Product Version

Type

Application Icecast Icecast All All

Update

Edition

Language

All

References

Reference

Icecast CVE-2014-9091 Local Privilege Escalation Vulnerability

#2087 (icecast does not only write the stream data into the dumpfile) — Xiph
openSUSE-SU-2014:1593-1: moderate: Security update for icecast
oss-security - Re: CVE request: icecast: possible leak of on-connect scripts
Icecast Release 2.4.1 — Icecast

Support / Security / Advisories / / MDVSA-2014:231 | Mandriva

IBM X-Force Exchange

#2089 ([duplicate] icecast sends output of <on-connect> script to source client) — Xiph
oss-security - CVE request: icecast: possible leak of on-connect scripts
CVE Program record

NVD vulnerability detail

/

Source

BID

CONFIRM

SUSE

MLIST

CONFIRM

MANDRIVA

XF

CONFIRM

MLIST

CVE.ORG

NVD

Link
www.securityfocus.com
trac.xiph.org
lists.opensuse.org
www.openwall.com
icecast.org
www.mandriva.com
exchange.xforce.ibmcloud.com
trac.xiph.org
www.openwall.com
Www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

Tags

Expls

Expls



https://cve.report/
https://cve.report/CVE-2014-9018/mitre
https://cve.report/CVE-2014-9018/nist
https://cve.report/CVE-2014-9018/cve_org
https://cve.report/CVE-2014-9018.pdf
http://cve.report/vendor/icecast
http://cve.report/software/icecast/icecast
http://www.securityfocus.com/bid/71312
https://trac.xiph.org/ticket/2087
http://lists.opensuse.org/opensuse-updates/2014-12/msg00038.html
http://www.openwall.com/lists/oss-security/2014/11/20/22
http://icecast.org/news/icecast-release-2_4_1/
http://www.mandriva.com/security/advisories?name=MDVSA-2014:231
https://exchange.xforce.ibmcloud.com/vulnerabilities/98991
https://trac.xiph.org/ticket/2089
http://www.openwall.com/lists/oss-security/2014/11/19/23
https://www.cve.org/CVERecord?id=CVE-2014-9018
https://nvd.nist.gov/vuln/detail/CVE-2014-9018

There are currently no legacy QID mappings associated with this CVE.
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