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Summary

CVE CVE-2014-9028

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-26 15:59:00 UTC

Updated 2023-11-07 02:22:00 UTC

Description Heap-based buffer overflow in stream_decoder.c in libFLAC before 1.3.1 allows remote attackers to execute arbitrary code via a crafted .flac file.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Flac Libflac All All All All

References

Reference Source Link Tags

libFLAC 1.3.0 Stack Overflow / Heap Overflow / Code Execution ≈ Packet Storm MISC packetstormsecurity.com

Oracle Bulletin Board Update - January 2015 CONFIRM www.oracle.com

USN-2426-1: FLAC vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Xiph.org - flac.git/commit CONFIRM git.xiph.org

Support / Security / Advisories / / MDVSA-2015:188 | Mandriva MANDRIVA www.mandriva.com

Red Hat Customer Portal REDHAT rhn.redhat.com

SecurityFocus BUGTRAQ www.securityfocus.com

Debian -- Security Information -- DSA-3082-1 flac DEBIAN www.debian.org

libFLAC 'src/libFLAC/stream_decoder.c' Heap Buffer Overflow Vulnerability BID www.securityfocus.com

oCERT.org - oCERT Advisories MISC www.ocert.org US Government Resource

openSUSE-SU-2014:1588-1: moderate: Security update for flac SUSE lists.opensuse.org

Xiph.org - flac.git/commit git.xiph.org

Support / Security / Advisories / / MDVSA-2014:239 | Mandriva MANDRIVA www.mandriva.com
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Mageia Advisory: MGASA-2014-0499 - Updated flac packages fix security vulnerabilities CONFIRM advisories.mageia.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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