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CVE CVE-2014-9029
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-08 16:59:00 UTC
Updated 2018-10-09 19:54:00 UTC
Description Multiple off-by-one errors in the (1) jpc_dec_cp_setfromcox and (2) jpc_dec_cp_setfromrgn functions in jpc/jpc_dec.c in Jas

/ |

1|

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Jasper Project Jasper All All All All
Reference

JasPer 'jpc_dec.c' Multiple Remote Heap Buffer Overflow Vulnerabilities
Support / Security / Advisories / / MDVSA-2014:247 | Mandriva

Bug 1167537 — CVE-2014-9029 jasper: incorrect component number check in COC, RGN and QCC marker segment decoders (0CERT-2014
CPU July 2018

USN-2434-1: JasPer vulnerability | Ubuntu

JasPer 1.900.1 Buffer Overflow ~ Packet Storm

oCERT.org - oCERT Advisories

SecurityFocus

Security Advisory SA61747 - Red Hat update for jasper - Secunia
Support / Security / Advisories / / MDVSA-2015:159 | Mandriva
oss-security - [0CERT-2014-009] JasPer input sanitization errors
Security Advisory SA62828 - SUSE update for libjasper - Secunia

Red Hat Customer Portal
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https://cve.report/CVE-2014-9029.pdf
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http://cve.report/software/jasper_project/jasper
http://www.securityfocus.com/bid/71476
http://www.mandriva.com/security/advisories?name=MDVSA-2014:247
https://bugzilla.redhat.com/show_bug.cgi?id=1167537
http://www.oracle.com/technetwork/security-advisory/cpujul2018-4258247.html
http://www.ubuntu.com/usn/USN-2434-1
http://packetstormsecurity.com/files/129393/JasPer-1.900.1-Buffer-Overflow.html
http://www.ocert.org/advisories/ocert-2014-009.html
http://www.securityfocus.com/archive/1/534153/100/0/threaded
http://secunia.com/advisories/61747
http://www.mandriva.com/security/advisories?name=MDVSA-2015:159
http://www.openwall.com/lists/oss-security/2014/12/04/9
http://secunia.com/advisories/62828
http://rhn.redhat.com/errata/RHSA-2015-0698.html

USN-2434-2: Ghostscript vulnerability | Ubuntu

The Slackware Linux Project: Slackware Security Advisories

Mageia Advisory: MGASA-2014-0514 - Updated jasper packages fix CVE-2014-9029
IBM X-Force Exchange

Debian -- Security Information -- DSA-3089-1 jasper

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


http://www.ubuntu.com/usn/USN-2434-2
http://www.slackware.com/security/viewer.php?l=slackware-security&y=2015&m=slackware-security.538606
http://advisories.mageia.org/MGASA-2014-0514.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/99125
http://www.debian.org/security/2014/dsa-3089
http://rhn.redhat.com/errata/RHSA-2014-2021.html
https://www.cve.org/CVERecord?id=CVE-2014-9029
https://nvd.nist.gov/vuln/detail/CVE-2014-9029
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2014-9029
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


