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Summary

CVE CVE-2014-9029

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-08 16:59:00 UTC

Updated 2018-10-09 19:54:00 UTC

Description Multiple off-by-one errors in the (1) jpc_dec_cp_setfromcox and (2) jpc_dec_cp_setfromrgn functions in jpc/jpc_dec.c in JasPer 1.900.1 and earlier allow remote attackers to execute arbitrary code via a crafted jp2 file, which triggers a heap-based buffer overflow.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jasper Project Jasper All All All All

References

Reference

JasPer 'jpc_dec.c' Multiple Remote Heap Buffer Overflow Vulnerabilities

Support / Security / Advisories / / MDVSA-2014:247 | Mandriva

Bug 1167537 – CVE-2014-9029 jasper: incorrect component number check in COC, RGN and QCC marker segment decoders (oCERT-2014-009)

CPU July 2018

USN-2434-1: JasPer vulnerability | Ubuntu

JasPer 1.900.1 Buffer Overflow ≈ Packet Storm

oCERT.org - oCERT Advisories

SecurityFocus

Security Advisory SA61747 - Red Hat update for jasper - Secunia

Support / Security / Advisories / / MDVSA-2015:159 | Mandriva

oss-security - [oCERT-2014-009] JasPer input sanitization errors

Security Advisory SA62828 - SUSE update for libjasper - Secunia

Red Hat Customer Portal
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USN-2434-2: Ghostscript vulnerability | Ubuntu

The Slackware Linux Project: Slackware Security Advisories

Mageia Advisory: MGASA-2014-0514 - Updated jasper packages fix CVE-2014-9029

IBM X-Force Exchange

Debian -- Security Information -- DSA-3089-1 jasper

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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