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Summary

CVE CVE-2014-9050

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-01 15:59:00 UTC

Updated 2015-04-30 02:01:00 UTC

Description Heap-based buffer overflow in the cli_scanpe function in libclamav/pe.c in ClamAV before 0.98.5 allows remote attackers to cause a denial of service (crash) via a crafted y0da Crypter PE file.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Clamav Clamav 0.01 All All All

Application Clamav Clamav 0.02 All All All

Application Clamav Clamav 0.03 All All All

Application Clamav Clamav 0.05 All All All

Application Clamav Clamav 0.10 All All All

Application Clamav Clamav 0.12 All All All

Application Clamav Clamav 0.13 All All All

Application Clamav Clamav 0.14 All All All

Application Clamav Clamav 0.14 pre All All

Application Clamav Clamav 0.15 All All All

Application Clamav Clamav 0.20 All All All

Application Clamav Clamav 0.21 All All All

Application Clamav Clamav 0.22 All All All

Application Clamav Clamav 0.23 All All All

Application Clamav Clamav 0.24 All All All

Application Clamav Clamav 0.3 All All All

Application Clamav Clamav 0.51 All All All
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Application Clamav Clamav 0.51 All All All

Application Clamav Clamav 0.52 All All All

Application Clamav Clamav 0.53 All All All

Application Clamav Clamav 0.54 All All All

Application Clamav Clamav 0.60 All All All

Application Clamav Clamav 0.60p All All All

Application Clamav Clamav 0.65 All All All

Application Clamav Clamav 0.66 All All All

Application Clamav Clamav 0.67 All All All

Application Clamav Clamav 0.67-1 All All All

Application Clamav Clamav 0.68 All All All

Application Clamav Clamav 0.68.1 All All All

Application Clamav Clamav 0.70 All All All

Application Clamav Clamav 0.70 rc All All

Application Clamav Clamav 0.71 All All All

Application Clamav Clamav 0.72 All All All

Application Clamav Clamav 0.73 All All All

Application Clamav Clamav 0.74 All All All

Application Clamav Clamav 0.75 All All All

Application Clamav Clamav 0.75.1 All All All

Application Clamav Clamav 0.8 rc3 All All

Application Clamav Clamav 0.80 All All All

Application Clamav Clamav 0.80 rc All All

Application Clamav Clamav 0.80 rc1 All All

Application Clamav Clamav 0.80 rc2 All All

Application Clamav Clamav 0.80 rc3 All All

Application Clamav Clamav 0.80 rc4 All All

Application Clamav Clamav 0.80_rc All All All

Application Clamav Clamav 0.81 All All All

Application Clamav Clamav 0.81 rc1 All All

Application Clamav Clamav 0.82 All All All

Application Clamav Clamav 0.83 All All All

Application Clamav Clamav 0.84 All All All

Application Clamav Clamav 0.84 rc1 All All

Application Clamav Clamav 0.84 rc2 All All

Application Clamav Clamav 0.85 All All All
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Application Clamav Clamav 0.85.1 All All All

Application Clamav Clamav 0.86 All All All

Application Clamav Clamav 0.86 rc1 All All

Application Clamav Clamav 0.86.1 All All All

Application Clamav Clamav 0.86.2 All All All

Application Clamav Clamav 0.87 All All All

Application Clamav Clamav 0.87.1 All All All

Application Clamav Clamav 0.88 All All All

Application Clamav Clamav 0.88.1 All All All

Application Clamav Clamav 0.88.2 All All All

Application Clamav Clamav 0.88.3 All All All

Application Clamav Clamav 0.88.4 All All All

Application Clamav Clamav 0.88.5 All All All

Application Clamav Clamav 0.88.6 All All All

Application Clamav Clamav 0.88.7 All All All

Application Clamav Clamav 0.88.7_p0 All All All

Application Clamav Clamav 0.88.7_p1 All All All

Application Clamav Clamav 0.9 rc1 All All

Application Clamav Clamav 0.90 All All All

Application Clamav Clamav 0.90 rc1 All All

Application Clamav Clamav 0.90 rc1.1 All All

Application Clamav Clamav 0.90 rc2 All All

Application Clamav Clamav 0.90 rc3 All All

Application Clamav Clamav 0.90.1 All All All

Application Clamav Clamav 0.90.1_p0 All All All

Application Clamav Clamav 0.90.2 All All All

Application Clamav Clamav 0.90.2_p0 All All All

Application Clamav Clamav 0.90.3 All All All

Application Clamav Clamav 0.90.3_p0 All All All

Application Clamav Clamav 0.90.3_p1 All All All

Application Clamav Clamav 0.91 All All All

Application Clamav Clamav 0.91 rc1 All All

Application Clamav Clamav 0.91 rc2 All All

Application Clamav Clamav 0.91.1 All All All

Application Clamav Clamav 0.91.2 All All All

Application Clamav Clamav 0.91.2_p0 All All All
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Application Clamav Clamav 0.91.2_p0 All All All

Application Clamav Clamav 0.92 All All All

Application Clamav Clamav 0.92.1 All All All

Application Clamav Clamav 0.92_p0 All All All

Application Clamav Clamav 0.93 All All All

Application Clamav Clamav 0.93.1 All All All

Application Clamav Clamav 0.93.2 All All All

Application Clamav Clamav 0.93.3 All All All

Application Clamav Clamav 0.94 All All All

Application Clamav Clamav 0.94.1 All All All

Application Clamav Clamav 0.94.2 All All All

Application Clamav Clamav All All All All

Application Clamav Clamav 0.01 All All All

Application Clamav Clamav 0.02 All All All

Application Clamav Clamav 0.03 All All All

Application Clamav Clamav 0.05 All All All

Application Clamav Clamav 0.10 All All All

Application Clamav Clamav 0.12 All All All

Application Clamav Clamav 0.13 All All All

Application Clamav Clamav 0.14 All All All

Application Clamav Clamav 0.14 pre All All

Application Clamav Clamav 0.15 All All All

Application Clamav Clamav 0.20 All All All

Application Clamav Clamav 0.21 All All All

Application Clamav Clamav 0.22 All All All

Application Clamav Clamav 0.23 All All All

Application Clamav Clamav 0.24 All All All

Application Clamav Clamav 0.3 All All All

Application Clamav Clamav 0.51 All All All

Application Clamav Clamav 0.52 All All All

Application Clamav Clamav 0.53 All All All

Application Clamav Clamav 0.54 All All All

Application Clamav Clamav 0.60 All All All

Application Clamav Clamav 0.60p All All All

Application Clamav Clamav 0.65 All All All

Application Clamav Clamav 0.66 All All All
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Application Clamav Clamav 0.67 All All All

Application Clamav Clamav 0.67-1 All All All

Application Clamav Clamav 0.68 All All All

Application Clamav Clamav 0.68.1 All All All

Application Clamav Clamav 0.70 All All All

Application Clamav Clamav 0.70 rc All All

Application Clamav Clamav 0.71 All All All

Application Clamav Clamav 0.72 All All All

Application Clamav Clamav 0.73 All All All

Application Clamav Clamav 0.74 All All All

Application Clamav Clamav 0.75 All All All

Application Clamav Clamav 0.75.1 All All All

Application Clamav Clamav 0.8 rc3 All All

Application Clamav Clamav 0.80 All All All

Application Clamav Clamav 0.80 rc All All

Application Clamav Clamav 0.80 rc1 All All

Application Clamav Clamav 0.80 rc2 All All

Application Clamav Clamav 0.80 rc3 All All

Application Clamav Clamav 0.80 rc4 All All

Application Clamav Clamav 0.80_rc All All All

Application Clamav Clamav 0.81 All All All

Application Clamav Clamav 0.81 rc1 All All

Application Clamav Clamav 0.82 All All All

Application Clamav Clamav 0.83 All All All

Application Clamav Clamav 0.84 All All All

Application Clamav Clamav 0.84 rc1 All All

Application Clamav Clamav 0.84 rc2 All All

Application Clamav Clamav 0.85 All All All

Application Clamav Clamav 0.85.1 All All All

Application Clamav Clamav 0.86 All All All

Application Clamav Clamav 0.86 rc1 All All

Application Clamav Clamav 0.86.1 All All All

Application Clamav Clamav 0.86.2 All All All

Application Clamav Clamav 0.87 All All All

Application Clamav Clamav 0.87.1 All All All
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Application Clamav Clamav 0.88 All All All

Application Clamav Clamav 0.88.1 All All All

Application Clamav Clamav 0.88.2 All All All

Application Clamav Clamav 0.88.3 All All All

Application Clamav Clamav 0.88.4 All All All

Application Clamav Clamav 0.88.5 All All All

Application Clamav Clamav 0.88.6 All All All

Application Clamav Clamav 0.88.7 All All All

Application Clamav Clamav 0.88.7_p0 All All All

Application Clamav Clamav 0.88.7_p1 All All All

Application Clamav Clamav 0.9 rc1 All All

Application Clamav Clamav 0.90 All All All

Application Clamav Clamav 0.90 rc1 All All

Application Clamav Clamav 0.90 rc1.1 All All

Application Clamav Clamav 0.90 rc2 All All

Application Clamav Clamav 0.90 rc3 All All

Application Clamav Clamav 0.90.1 All All All

Application Clamav Clamav 0.90.1_p0 All All All

Application Clamav Clamav 0.90.2 All All All

Application Clamav Clamav 0.90.2_p0 All All All

Application Clamav Clamav 0.90.3 All All All

Application Clamav Clamav 0.90.3_p0 All All All

Application Clamav Clamav 0.90.3_p1 All All All

Application Clamav Clamav 0.91 All All All

Application Clamav Clamav 0.91 rc1 All All

Application Clamav Clamav 0.91 rc2 All All

Application Clamav Clamav 0.91.1 All All All

Application Clamav Clamav 0.91.2 All All All

Application Clamav Clamav 0.91.2_p0 All All All

Application Clamav Clamav 0.92 All All All

Application Clamav Clamav 0.92.1 All All All

Application Clamav Clamav 0.92_p0 All All All

Application Clamav Clamav 0.93 All All All

Application Clamav Clamav 0.93.1 All All All

Application Clamav Clamav 0.93.2 All All All

Application Clamav Clamav 0.93.3 All All All
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Application Clamav Clamav 0.93.3 All All All

Application Clamav Clamav 0.94 All All All

Application Clamav Clamav 0.94.1 All All All

Application Clamav Clamav 0.94.2 All All All

References

Reference Source Link

USN-2423-1: ClamAV vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

oss-security - Re: CVE request: heap buffer overflow in ClamAV MLIST www.openwall.com

[SECURITY] Fedora 19 Update: clamav-0.98.5-1.fc19 FEDORA lists.fedoraproject.org

[security-announce] openSUSE-SU-2014:1560-1: important: Security update SUSE lists.opensuse.org

ClamAV® blog: ClamAV 0.98.5 has been released! CONFIRM blog.clamav.net

ClamAV 'libclamav/pe.c' Heap Based Buffer Overflow Vulnerability BID www.securityfocus.com

Security Advisory SA62542 - ClamAV &quot;cli_scanpe()&quot; Buffer Overflow Vulnerability - Secunia SECUNIA secunia.com

Merge fix from security/bb11155 branch · fc3794a · vrtadmin/clamav-devel · GitHub CONFIRM github.com

[security-announce] SUSE-SU-2014:1574-1: important: Security update for SUSE lists.opensuse.org

Security Advisory SA59645 - Ubuntu update for clamav - Secunia SECUNIA secunia.com

[security-announce] SUSE-SU-2014:1571-1: important: Security update for SUSE lists.opensuse.org

Clam AntiVirus Buffer Overflow in Processing PE Files Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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