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CVE-2014-9060

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNIACUAUNCPNAN Certain versions of Moodle from Moodle contain the following
vulnerability:

The LTI module in Moodle through 2.4.11, 2.5.x before 2.5.9, 2.6.x
before 2.6.6, and 2.7.x before 2.7.3 does not properly restrict the
parameters used in a return URL, which allows remote attackers to
trigger the generation of arbitrary messages via a modified URL,
related to mod/Iti/locallib.php and mod/lti/return.php.

CVE-2014-9060 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Moodle Bugs Permit Cross-Site Scripting, Cross-Site (%) SECTRACK 1031215
Request Forgery, and Information Disclosure Attacks -

Security Tracker

oss-security - Moodle security issues are now public ¢ > MLIST [oss-security] 20141117 Moodle security
issues are now public

Official Moodle git projects - moodle.git/search sz CONFIRM git.moodle.org/gw?
p=moodle.git&a=search&h=HEAD&st=commit&s=MDL-
Ciowim 47927

Moodle.org: MSA-14-0049: Possible to print arbitrary @ CONFIRM moodle.org/mod/forum/discuss.php?

message to user by modifying URL d=275165

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that


https://cve.report/
https://cve.report/CVE-2014-9060/mitre
https://cve.report/CVE-2014-9060/nist
https://cve.report/CVE-2014-9060/cve_org
https://cve.report/CVE-2014-9060.pdf
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securitytracker.com/id/1031215
http://openwall.com/lists/oss-security/2014/11/17/11
http://git.moodle.org/gw?p=moodle.git&a=search&h=HEAD&st=commit&s=MDL-47927
https://moodle.org/mod/forum/discuss.php?d=275165

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Moodle Moodle 25.0 All All All
Application Moodle Moodle 2.5.1 All All All
Application Moodle Moodle 252 All All All
Application Moodle Moodle 253 All All All
Application Moodle Moodle 254 All All All
Application Moodle Moodle 255 All All All
Application Moodle Moodle 2.5.6 All All All
Application Moodle Moodle 2.5.7 All All All
Application Moodle Moodle 2.5.8 All All All
Application Moodle Moodle 2.6.0 All All All
Application Moodle Moodle 2.6.1 All All All
Application Moodle Moodle 2.6.2 All All All
Application Moodle Moodle 2.6.3 All All All
Application Moodle Moodle 2.6.4 All All All
Application Moodle Moodle 2.6.5 All All All
Application Moodle Moodle 2.7.0 All All All
Application Moodle Moodle 2.71 All All All
Application Moodle Moodle 272 All All All
Application Moodle Moodle 2.5.0 All All All
Application Moodle Moodle 251 All All All
Application Moodle Moodle 252 All All All
Application Moodle Moodle 253 All All All
Application Moodle Moodle 254 All All All
Application Moodle Moodle 255 All All All
Application Moodle Moodle 2.5.6 All All All
Application Moodle Moodle 257 All All All
Application Moodle Moodle 2.5.8 All All All

Application Moodle Moodle 2.6.0 All All All
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cpe:2.3:a:moodle:moodle:2.5.0:

cpe:2.3:a:moodle:moodle:2.5.1: "

cpe:2.3:a:moodle:moodle:2.5.2:*:**:* % *:

cpe:2.3:a:moodle:moodle:2.5.3

cpe:2.3:a:moodle:moodle:2.5.

dkakak ok akak ok,

dkak koK ok akak.

cpe:2.3:a:moodle:moodle:2.5.5:* % "%

cpe:2.3:a:moodle:moodle:2.5.6:* %"

cpe:2.3:a:moodle:moodle:2.5.7: %%

cpe:2.3:a:moodle:moodle:2.5.8:* %"

cpe:2.3:a:moodle:moodle:2.6.

akakak ok akakk.

cpe:2.3:a:moodle:moodle:2.6.1 %% "

cpe:2.3:a:moodle:moodle:2.6.2:*: % "

cpe:2.3:a:moodle:moodle:2.6.3:*: %"

cpe:2.3:a:moodle:moodle:2.6.4:* % "

cpe:2.3:a:moodle:moodle:2.6.5:* %

cpe:2.3:a:moodle:moodle:2.7.0:* % "

cpe:2.3:a:moodle:moodle:2.7.1 "

cpe:2.3:a:moodle:moodle:2.7.2:% %

cpe:2.3:a:moodle:moodle:2.5.0

akLkuk ok kakk,

cpe:2.3:a:moodle:moodle:2.5.1 %

cpe:2.3:a:moodle:moodle:2.5.2:% %

AnntD iarmAandlasmanAdlAD B Qkckakokokak ok,
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cpe:2.3:a:moodle:moodle:2.5.4: %%

cpe:2.3:a:moodle:moodle:2.5.5::* "™

cpe:2.3:a:moodle:moodle:2.5.6: ™

cpe:2.3:a:moodle:moodle:2.5.7: ™

cpe:2.3:a:moodle:moodle:2.5.8:*:**:**:*:*:

cpe:2.3:a:moodle:moodle:2.6.0:*:*:*:***:*:

cpe:2.3:a:moodle:moodle:2.6.1: ™

cpe:2.3:a:moodle:moodle:2.6.2:*:*: " :*:

cpe:2.3:a:moodle:moodle:2.6.3:*:*:*:* 1 *:*:

cpe:2.3:a:moodle:moodle:2.6.4:*:*:*:* 1 *:*:

cpe:2.3:a:xmoodle:moodle:2.6.5:* %"

cpe:2.3:a:xmoodle:moodle:2.7.0:* %"

cpe:2.3:a:xmoodle:moodle:2.7.1: %

cpe:2.3:a:xmoodle:moodle:2.7.2:* %"

No vendor comments have been submitted for this CVE

« Previous ID Next ID—
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