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CVE CVE-2014-9091
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2014-12-10 15:59:00 UTC
Updated 2014-12-11 18:24:00 UTC
Description Icecast before 2.4.0 does not change the supplementary group privileges when <changeowners is configured, which allows

1|

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version

Application Icecast Icecast All

Update

All

Edition Language

All All

References

Reference

Bug 1168146 — CVE-2014-9091 icecast: supplementary groups are not overriden
oss-sec: Re: Re: CVE request: icecast: possible leak of on-connect scripts
Changeset 19137 — Xiph

Icecast — Icecast Release 2.4.0

oss-sec: Re: CVE request: icecast: possible leak of on-connect scripts
openSUSE-SU-2014:1591-1: moderate: Security update for icecast

CVE Program record

NVD vulnerability detail

Source

CONFIRM

MLIST

CONFIRM

CONFIRM

MLIST

SUSE

CVE.ORG

NVD

Link Tags

bugzilla.redhat.com

seclists.org

trac.xiph.org Exploit
icecast.org Vendor Advisory
seclists.org

lists.opensuse.org
WwWw.cve.org canonical

nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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