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CVE CVE-2014-9095
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-26 15:59:00 UTC
Updated 2017-11-08 02:29:00 UTC
Description Multiple SQL injection vulnerabilities in Raritan Power IQ 4.1.0 and 4.2.1 allow remote attackers to execute arbitrary SQL c«
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Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Raritan Power Iq 4.1.0 All All All

Application Raritan Power Iq 421 All All All

Application Raritan Power Iq 4.1.0 All All All

Application Raritan Power Iq 4.21 All All All

Reference Source Li
Raritan PowerlQ Unauthenticated SQL Injection = Packet Storm MISC ps
Full Disclosure: Raritan PowerlQ v4.10 and v4.2.1 Unauthenticated SQL injection and possible RCE FULLDISC  se
Raritan PowerlQ Multiple SQL Injection Vulnerabilities BID w

Security Advisory SA60138 - Raritan PowerlQ &quot;sort&quot; and &quot;dir&quot; SQL Injection Vulnerabilities - Secunia SECUNIA  se¢
CVE Program record CVE.ORG w

NVD vulnerability detail NVD n
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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