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CVE CVE-2014-9096
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-26 15:59:00 UTC
Updated 2014-11-28 13:53:00 UTC
Description Multiple SQL injection vulnerabilities in recover.php in Pligg CMS 2.0.1 and earlier allow remote attackers to execute arbitra

/ |

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

1|

Type Vendor Product Version Update Edition Language

Application Pligg Pligg Cms All All All All

References

Reference Source
Full Disclosure: Pligg 2.x SQLi / PWD disclosure / RCE FULLDISC
Pligg 2.0.1 SQL Injection / Command Execution ~ Packet Storm MISC

- Added another layer of sanitization to the recover password page, as r... - 4891c4d - Pligg/pligg-cms - GitHub ~ CONFIRM

- Security fix applied to address a vulnerability - efb967b - Pligg/pligg-cms - GitHub CONFIRM
Pligg CMS 'recover.php' SQL Injection Vulnerability BID

CVE Program record CVE.ORG
NVD vulnerability detail NVD

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Link
seclists.org
packetstormse
github.com
github.com
www.securityfc
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https://cve.report/
https://cve.report/CVE-2014-9096/mitre
https://cve.report/CVE-2014-9096/nist
https://cve.report/CVE-2014-9096/cve_org
https://cve.report/api/cve/CVE-2014-9096.json
https://cve.report/CVE-2014-9096.pdf
http://cve.report/vendor/pligg
http://cve.report/software/pligg/pligg_cms
http://seclists.org/fulldisclosure/2014/Jul/136
http://packetstormsecurity.com/files/127615/Pligg-2.0.1-SQL-Injection-Command-Execution.html
https://github.com/Pligg/pligg-cms/commit/4891c4d8742b9dabd67e7250840e3434865aebed
https://github.com/Pligg/pligg-cms/commit/efb967b944375cd3ea3cd84c80d86d339dbe030e
http://www.securityfocus.com/bid/68893
https://www.cve.org/CVERecord?id=CVE-2014-9096
https://nvd.nist.gov/vuln/detail/CVE-2014-9096
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