CVE-2014-9104

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2014-9104
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2014-11-26 15:59:00 UTC
Updated 2018-10-09 19:54:00 UTC

Description Multiple cross-site request forgery (CSRF) vulnerabilities in the XML-RPC API in the Desktop Client in OpenVPN Access St
‘ i

/ |

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openvpn Openvpn Access Server All All All All

Reference Source
Full Disclosure: SEC Consult SA-20140716-1 :: Remote Code Execution via CSRF in OpenVPN Access Server "Desktop Client" FULLDISC
Security Advisories CONFIRM
Remote Code Execution via CSRF in OpenVPN Access Server "Desktop Client" - YouTube MISC
Vulnerability Lab - SEC Consult MISC
SecurityFocus BUGTRAC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

q | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


https://cve.report/
https://cve.report/CVE-2014-9104/mitre
https://cve.report/CVE-2014-9104/nist
https://cve.report/CVE-2014-9104/cve_org
https://cve.report/CVE-2014-9104.pdf
http://cve.report/vendor/openvpn
http://cve.report/software/openvpn/openvpn_access_server
http://seclists.org/fulldisclosure/2014/Jul/76
http://openvpn.net/index.php/access-server/security-advisories.html
https://www.youtube.com/watch?v=qhgysgfvQh8
https://www.sec-consult.com/fxdata/seccons/prod/temedia/advisories_txt/20140716-1_OpenVPN_Access_Server_Desktop_Client_Remote_Code_Execution_via_CSRF_v10.txt
http://www.securityfocus.com/archive/1/532795/100/0/threaded
https://www.cve.org/CVERecord?id=CVE-2014-9104
https://nvd.nist.gov/vuln/detail/CVE-2014-9104
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