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Summary

CVE CVE-2014-9114

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-31 16:59:00 UTC

Updated 2023-11-07 02:22:00 UTC

Description Blkid in util-linux before 2.26rc-1 allows local users to execute arbitrary code.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 20 All All All

Operating System Fedoraproject Fedora 21 All All All

Operating System Fedoraproject Fedora 20 All All All

Operating System Fedoraproject Fedora 21 All All All

Application Kernel Util-linux All All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

References

Reference

oss-security - Re: blkid command injection

Bug 1168485 – CVE-2014-9114 util-linux: command injection flaw in blkid

[SECURITY] Fedora 21 Update: util-linux-2.25.2-2.fc21

[bookkeeper-issues] 20210628 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgrade image to CentOS 8

Pony Mail!

[SECURITY] Fedora 20 Update: util-linux-2.24.2-2.fc20
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[SECURITY] Fedora 20 Update: util-linux-2.24.2-2.fc20

IBM X-Force Exchange

openSUSE-SU-2015:0066-1: moderate: Security update for util-linux

blkid 'blkid.c' Local Command Injection Vulnerability

util-linux: Arbitrary code execution (GLSA 201612-14) — Gentoo security

Pony Mail!

[bookkeeper-issues] 20210629 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgrade image to CentOS 8

libblkid: care about unsafe chars in cache · karelzak/util-linux@89e90ae · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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