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Summary

CVE CVE-2014-9200

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-01 15:59:00 UTC

Updated 2016-12-31 02:59:00 UTC

Description Stack-based buffer overflow in an unspecified DLL file in a DTM development kit in Schneider Electric Unity Pro, SoMachine, SoMove, SoMove Lite, Modbus Communication Library 2.2.6 and earlier, CANopen Communication Library 1.0.2 and earlier, EtherNet/IP Communication Library 1.0.0 and earlier, EM X80 Gateway DTM (MB TCP/SL), Advantys DTM for OTB, Advantys DTM for STB, KINOS DTM, SOLO DTM, and Xantrex DTMs allows remote attackers to execute arbitrary code via unspecified vectors.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Schneider-electric Somachine - All All All

Application Schneider-electric Somachine - All All All

Application Schneider-electric Somove - All All All

Application Schneider-electric Somove - All All All

Application Schneider-electric Somove Lite - All All All

Application Schneider-electric Somove Lite - All All All

Application Schneider-electric Unity Pro - All All All

Application Schneider-electric Unity Pro - All All All
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Schneider Electric Multiple Products Buffer Overflow Vulnerability | ICS-CERT MISC ics-cert.us-cert.gov

Multiple Schneider Electric Products CVE-2014-9200 Stack Based Buffer Overflow Vulnerability BID www.securityfocus.com
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CVE Program record CVE.ORG www.cve.org
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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