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CVE CVE-2014-9222
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-24 18:59:00 UTC
Updated 2018-08-31 10:29:00 UTC
Description AllegroSoft RomPager 4.34 and earlier, as used in Huawei Home Gateway products and other vendors and products, allow
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Risk And Classification

Problem Types: CWE-17

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Allegrosoft Rompager All All All All

Reference Source
Qualcomm Life Multiple Products CVE-2014-9222 Remote Code Execution Vulnerability BID

Misfortune Cookie - Allegro Software Urges Manufacturers To Maintain Firmware for Highest Level of Embedded Device Security = CONFIRN

Misfortune Cookie by Check Point MISC
Full Disclosure: The Misfortune Cookie Vulnerability FULLDIS(
Vulnerability Note VU#561444 - Multiple broadband routers use vulnerable versions of Allegro RomPager CERT-VN
Security Advisory-Multiple Vulnerabilities in the RomPager Component of Home Gateway CONFIRN
CVE Program record CVE.ORC
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://www.securityfocus.com/bid/105173
https://www.allegrosoft.com/allegro-software-urges-manufacturers-to-maintain-firmware-for-highest-level-of-embedded-device-security/news-press.html
http://mis.fortunecook.ie/
http://seclists.org/fulldisclosure/2014/Dec/87
http://www.kb.cert.org/vuls/id/561444
http://www.huawei.com/en/security/psirt/security-bulletins/security-advisories/hw-407666.htm
https://www.cve.org/CVERecord?id=CVE-2014-9222
https://nvd.nist.gov/vuln/detail/CVE-2014-9222
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