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Zenoss Core through 5 Beta 3 allows remote attackers to obtain sensitive information by attempting a product-rename actic

| 1|

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Zenoss Zenoss Core 2.4.0 All All All
Zenoss Zenoss Core 245 All All All
Zenoss Zenoss Core 2.5.0 All All All
Zenoss Zenoss Core 251 All All All
Zenoss Zenoss Core 25.2 All All All
Zenoss Zenoss Core 3.0.0 All All All
Zenoss Zenoss Core 3.0.1 All All All
Zenoss Zenoss Core 3.0.2 All All All
Zenoss Zenoss Core 3.0.3 All All All
Zenoss Zenoss Core 3.1.0 All All All
Zenoss Zenoss Core 3.2.0 All All All
Zenoss Zenoss Core 3.2.1 All All All
Zenoss Zenoss Core 4.2.0 All All All
Zenoss Zenoss Core 423 All All All
Zenoss Zenoss Core 424 All All All
Zenoss Zenoss Core 425 All All All
Zenoss Zenoss Core 5.0.0 All All All
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Application Zenoss Zenoss Core 5.0.0 beta_1 All All
Application Zenoss Zenoss Core 5.0.0 beta_2 All All
Application Zenoss Zenoss Core 2.4.0 All All All
Application Zenoss Zenoss Core 245 All All All
Application Zenoss Zenoss Core 2.5.0 All All All
Application Zenoss Zenoss Core 251 All All All
Application Zenoss Zenoss Core 25.2 All All All
Application Zenoss Zenoss Core 3.0.0 All All All
Application Zenoss Zenoss Core 3.0.1 All All All
Application Zenoss Zenoss Core 3.0.2 All All All
Application Zenoss Zenoss Core 3.0.3 All All All
Application Zenoss Zenoss Core 3.1.0 All All All
Application Zenoss Zenoss Core 3.2.0 All All All
Application Zenoss Zenoss Core 3.2.1 All All All
Application Zenoss Zenoss Core 4.2.0 All All All
Application Zenoss Zenoss Core 423 All All All
Application Zenoss Zenoss Core 424 All All All
Application Zenoss Zenoss Core 425 All All All
Application Zenoss Zenoss Core 5.0.0 All All All
Application Zenoss Zenoss Core 5.0.0 beta_1 All All
Application Zenoss Zenoss Core 5.0.0 beta_2 All All
Application Zenoss Zenoss Core All beta_3 All All
Reference Source Link Tags

Vulnerability Note VU#449452 - Zenoss Core contains multiple vulnerabilities CERT-VN  www.kb.cert.org  Third Party Advisory, US Go\

VU#449452 - »Lly Jsla> Google CONFIRM  docs.google.com  Vendor Advisory
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

1]

Vendor Comments And Credit

Organization Published Contributor Statement

Zenoss 2016-03-21 Zenoss Addressed in 5.0. Will be addressed in next 425 maintenance release.

There are currently no legacy QID mappings associated with this CVE.
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