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CVE CVE-2014-9253
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-17 18:59:00 UTC
Updated 2017-09-08 01:29:00 UTC
Description The default file type whitelist configuration in conf/mime.conf in the Media Manager in DokuWiki before 2014-09-29b allows
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Dokuwiki Dokuwiki All All All All

Operating System Mageia Mageia 4.0 All All All

Operating System Mageia Mageia 4.0 All All All

Reference Source Link T
DokuWiki 2014-09-29a XSS - security.szurek.pl MISC security.szurek.pl T
disable flash uploading by default - splitbrain/dokuwiki@778ddf6 - GitHub CONFIRM github.com 5
Mageia Advisory: MGASA-2014-0540 - Updated docuwiki package fixes CVE-2014-9253 CONFIRM advisories.mageia.org T
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
DokuWiki ‘conf/mime.conf' Cross Site Scripting Vulnerability BID www.securityfocus.com N
DokuWiki SWF File Upload Flaw Permits Cross-Site Scripting Attacks - SecurityTracker =~ SECTRACK  www.securitytracker.com T
oss-sec: Re: CVE request: XSS flaw fixed in dokuwiki 2014-09-29b MLIST seclists.org T
changes [DokuWiki] CONFIRM www.dokuwiki.org R
CVE Program record CVE.ORG WWW.CVe.org [od
NVD vulnerability detail NVD nvd.nist.gov c
J TR



https://cve.report/
https://cve.report/CVE-2014-9253/mitre
https://cve.report/CVE-2014-9253/nist
https://cve.report/CVE-2014-9253/cve_org
https://cve.report/CVE-2014-9253.pdf
http://cve.report/vendor/dokuwiki
http://cve.report/software/dokuwiki/dokuwiki
http://cve.report/vendor/mageia
http://cve.report/software/mageia/mageia
http://cve.report/vendor/mageia
http://cve.report/software/mageia/mageia
http://security.szurek.pl/dokuwiki-20140929a-xss.html
https://github.com/splitbrain/dokuwiki/commit/778ddf6f2cd9ed38b9db2d73e823b8c21243a960
http://advisories.mageia.org/MGASA-2014-0540.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/99291
http://www.securityfocus.com/bid/71671
http://www.securitytracker.com/id/1031369
http://seclists.org/oss-sec/2014/q4/1050
https://www.dokuwiki.org/changes
https://www.cve.org/CVERecord?id=CVE-2014-9253
https://nvd.nist.gov/vuln/detail/CVE-2014-9253

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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