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CVE-2014-9271

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

assamvnneLrruumsceuiuan Gertain versions of Debian Linux from Debian contain the foIIowing
: vulnerability:

Cross-site scripting (XSS) vulnerability in file_download.php in
MantisBT before 1.2.18 allows remote authenticated users to inject
arbitrary web script or HTML via a Flash file with an image extension,
related to inline attachments, as demonstrated by a .swf.jpeg filename.

CVE-2014-9271 has been assigned by [f] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: [SAEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
Low
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE |
CVSS2 Score: [4SEMEDIUM)
Access Access Authentication
Vector Complexity
[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

| r

Description Tags Link

Fix #17874: XSS in file uploads - 9fb8cf3 - [ Patch | () CONFIRM

mantisbt/mantisbt - GitHub github.com/mantisbt/mantisbt/commit/9fo8cf36f
 github.com |
text/html



https://cve.report/
https://cve.report/CVE-2014-9271/mitre
https://cve.report/CVE-2014-9271/nist
https://cve.report/CVE-2014-9271/cve_org
https://cve.report/CVE-2014-9271.pdf
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://github.com/mantisbt/mantisbt/commit/9fb8cf36f

0017874: CVE-2014-9271: Persistent XSS in file
uploads/attachments - MantisBT Issue Tracking
Vendor Advisory

&, CONFIRM www.mantisbt.org/bugs/view.php?id=17874

www.mantisbt.org
text/htm

Security Advisory SA62101 - Debian update for mantis - [IEERTCTETTA - »{ SECUNIA 62101

Secunia web.archive.org

text/html
oss-sec: Re: CVE Request: Multiple XSS vulnerabilities Mailing List MLIST [oss-security] 20141204 Re: CVE Request:
in MantisBT CLEO G Multiple XSS vulnerabilities in MantisBT

seclists.org

text/htm
oss-sec: Re: CVE Request: Multiple XSS vulnerabilities Mailing List MLIST [oss-security] 20141205 Re: CVE Request:
in MantisBT CEEL GRS Multiple XSS vulnerabilities in MantisBT

seclists.org
text/html

Debian -- Security Information -- DSA-3120-1 mantis LTI (© DEBIAN DSA-3120
www.debian.org
Depreciated Link

text/html
oss-sec: CVE Request: Multiple XSS vulnerabilities in Mailing List MLIST [oss-security] 20141201 CVE Request: Multiple
MantisBT UL O CIERA XSS vulnerabilities in MantisBT

seclists.org
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Debian Debian Linux 7.0 All All All
System

Operating Debian Debian Linux 7.0 All All All
System

Application Mantisbt Mantisbt 1.1.0 al All All
Application Mantisbt Mantisbt 1.1.0 a2 All All
Application Mantisbt Mantisbt 1.1.0 a3 All All
Application Mantisbt Mantisbt 1.1.0 a4 All All
Application Mantisbt Mantisbt 1.1.0 rci All All
Application Mantisbt Mantisbt 1.1.0 rc2 All All
Application Mantisbt Mantisbt 1.1.0 rc3 All All
Application Mantisbt Mantisbt 1.11 All All All

Application Mantisbt Mantisbt 1.1.2 All All All
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cpe:2.3:0:debian:debian_linux:7.0:*:*:*

akLk Kk ukuk.

cpe:2.3:a:mantisbt:mantisbt:1.1.0:rc3:*:*:*:*:*:*:

cpe:2.3:a:mantisbt:mantisbt:1.1.1:*:* "
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cpe:2.3:a:mantisbt:mantisbt:1.2.0:*:*:*:***:*:

Lkkkkakuk.

cpe:2.3:a:mantisbt:mantisbt:1.2.0:alphat *:*:*:**:*:

dkk ok kkuk.

cpe:2.3:a:mantisbt:mantisbt:1.2.0:alpha2:*:*:*:*:*:*:

Skk kR ukuk,
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KKk kR k.
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Kk ok kKKK,
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Kk kKK kK,
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cpe:2.3:a:mantisbt:mantisbt:1.2.6:*:*:*:*:*:*:*:
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cpe:2.3:a:mantisbt:mantisbt:1.2.4:*:*:*:***:*:

cpe:2.3:a:mantisbt:mantisbt:1.2.5:%:*:*:***:*:

cpe:2.3:a:mantisbt:mantisbt:1.2.6:*: " :*:

cpe:2.3:a:mantisbt:mantisbt:1.2.7:* " :*:

cpe:2.3:a:mantisbt:mantisbt:1.2.8: " :*:

cpe:2.3:a:mantisbt:mantisbt:1.2.9:***:***:*:

No vendor comments have been submitted for this CVE
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