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Summary

CVE CVE-2014-9284

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-06-09 00:59:00 UTC

Updated 2015-06-16 15:59:00 UTC

Description The Buffalo WHR-1166DHP 1.60 and earlier, WSR-600DHP 1.60 and earlier, WHR-600D 1.60 and earlier, WHR-300HP2 1.60 and earlier, WMR-300 1.60 and earlier, WEX-300 1.60 and earlier, and BHR-4GRV2 1.04 and earlier routers allow remote authenticated users to execute arbitrary OS commands via unspecified vectors.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Buffalotech Bhr-4grv2 - All All All

Hardware Buffalotech Bhr-4grv2 - All All All

Hardware Buffalotech Bhr-4grv2 Firmware All All All All

Hardware Buffalotech Wex-300 - All All All

Hardware Buffalotech Wex-300 - All All All

Hardware Buffalotech Wex-300 Firmware All All All All

Hardware Buffalotech Whr-1166dhp - All All All

Hardware Buffalotech Whr-1166dhp - All All All

Hardware Buffalotech Whr-1166dhp Firmware All All All All

Hardware Buffalotech Whr-300hp2 - All All All

Hardware Buffalotech Whr-300hp2 - All All All

Hardware Buffalotech Whr-300hp2 Firmware All All All All

Hardware Buffalotech Whr-600d - All All All

Hardware Buffalotech Whr-600d - All All All

Hardware Buffalotech Whr-600d Firmware All All All All

Hardware Buffalotech Wmr-300 - All All All

Hardware Buffalotech Wmr-300 - All All All
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Hardware Buffalotech Wmr-300 - All All All

Hardware Buffalotech Wmr-300 Firmware All All All All

Hardware Buffalotech Wsr-600dhp - All All All

Hardware Buffalotech Wsr-600dhp - All All All

Hardware Buffalotech Wsr-600dhp Firmware All All All All

References

Reference Source Link Tags

JVN#50447904: Multiple Buffalo wireless LAN routers vulnerable to OS command injection JVN jvn.jp Vendor Advisory

JVNDB-2015-000085 JVNDB jvndb.jvn.jp Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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