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CVE CVE-2014-9294
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-20 02:59:00 UTC
Updated 2021-11-17 22:15:00 UTC
Description util/ntp-keygen.c in ntp-keygen in NTP before 4.2.7p230 uses a weak RNG seed, which makes it easier for remote attacker
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ntp Ntp All All All All
Reference

Red Hat Customer Portal

Bug 1176035 — CVE-2014-9294 ntp: ntp-keygen uses weak random number generator and seed when generating MD5 keys
Bug 2666 — non-cryptographic random number generator with weak seed

'[security bulletin] HPSBPV03266 rev.1 - Certain HP Networking and H3C Switches and Routers running N' - MARC
Oracle Critical Patch Update - October 2016

support.ntp.org/bin/view/Main/SecurityNotice

Document Display | HPE Support Center

HPE Support document - HPE Support Center

Changes for util/ntp-keygen.c

McAfee KnowledgeBase - McAfee Security Bulletin - Firewall Enterprise update fixes NTP vulnerabilities

'[security bulletin] HPSBOV03505 rev.1 - TCP/IP Services for OpenVMS running NTP, Remote Code Executi' - MARC
Vulnerability Note VU#852879 - Network Time Protocol (NTP) Project NTP daemon (ntpd) contains multiple vulnerabilities

NTP 'ntp-keygen.c' Predictable Random Number Generator Weakness
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http://marc.info/?l=bugtraq&m=142469153211996&w=2
http://www.oracle.com/technetwork/security-advisory/cpuoct2016-2881722.html
http://support.ntp.org/bin/view/Main/SecurityNotice
https://h20564.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c04916783
https://h20564.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c04790232
http://bk1.ntp.org/ntp-dev/util/ntp-keygen.c?PAGE=diffs&REV=4eae1b72298KRoBQmX-y8URCiRPH5g
https://kc.mcafee.com/corporate/index?page=content&id=SB10103
http://marc.info/?l=bugtraq&m=144182594518755&w=2
http://www.kb.cert.org/vuls/id/852879
http://www.securityfocus.com/bid/71762

Security Advisory SA62209 - Cisco ACNS (Application and Content Networking System) NTP Multiple Buffer Overflow Vulnerabilities - Secuni
Red Hat Customer Portal

"[security bulletin] HPSBGN03277 rev.1 - HP Virtualization Performance Viewer, Remote Execution of Co' - MARC

Support / Security / Advisories // MDVSA-2015:003 | Mandriva

Multiple Vulnerabilities in ntpd Affecting Cisco Products

Arista - Security Advisory 0008

"[security bulletin] HPSBUX03240 SSRT101872 rev.2 - HP-UX Running NTP, Remote Execution of Code, Deni' - MARC

Mageia Advisory: MGASA-2014-0541 - Updated ntp packages fix security vulnerabilities
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591117 Siemens SINUMERIK Controllers Multiple Vulnerabilities (SSA-749212)
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