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Summary

CVE CVE-2014-9295

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-20 02:59:00 UTC

Updated 2021-11-17 22:15:00 UTC

Description Multiple stack-based buffer overflows in ntpd in NTP before 4.2.8 allow remote attackers to execute arbitrary code via a crafted packet, related to (1) the crypto_recv function when the Autokey Authentication feature is used, (2) the ctl_putdata function, and (3) the configure function.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ntp Ntp All All All All

References

Reference

[security-announce] openSUSE-SU-2014:1670-1: critical: Security update f

Red Hat Customer Portal

'[security bulletin] HPSBUX03240 SSRT101872 rev.2 - HP-UX Running NTP, Remote Execution of Code, Deni' - MARC

All diffs for ChangeSet 1.3248

All diffs for ChangeSet 1.3246

Bug 2669 – buffer overflow: configure()

'[security bulletin] HPSBPV03266 rev.1 - Certain HP Networking and H3C Switches and Routers running N' - MARC

Network Time Protocol CVE-2014-9295 Multiple Stack Based Buffer Overflow Vulnerabilities

Oracle Critical Patch Update - October 2016

support.ntp.org/bin/view/Main/SecurityNotice

Document Display | HPE Support Center

HPE Support document - HPE Support Center

All diffs for ChangeSet 1.3247

https://cve.report/
https://cve.report/CVE-2014-9295/mitre
https://cve.report/CVE-2014-9295/nist
https://cve.report/CVE-2014-9295/cve_org
https://cve.report/api/cve/CVE-2014-9295.json
https://cve.report/CVE-2014-9295.pdf
http://cve.report/vendor/ntp
http://cve.report/software/ntp/ntp
http://lists.opensuse.org/opensuse-security-announce/2014-12/msg00020.html
http://rhn.redhat.com/errata/RHSA-2014-2025.html
http://marc.info/?l=bugtraq&m=142853370924302&w=2
http://bk1.ntp.org/ntp-dev/?PAGE=patch&REV=548acf55dxKfhb6MuYQwzu8eDlS97g
http://bk1.ntp.org/ntp-dev/?PAGE=patch&REV=548acc4dN1TbM1tRJrbPcA4yc1aTdA
http://bugs.ntp.org/show_bug.cgi?id=2669
http://marc.info/?l=bugtraq&m=142469153211996&w=2
http://www.securityfocus.com/bid/71761
http://www.oracle.com/technetwork/security-advisory/cpuoct2016-2881722.html
http://support.ntp.org/bin/view/Main/SecurityNotice
https://h20564.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c04916783
https://h20564.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c04790232
http://bk1.ntp.org/ntp-dev/?PAGE=patch&REV=548acdf3tUSFizXcv_X4b77Jt_Y-cg


Bug 1176037 – CVE-2014-9295 ntp: Multiple buffer overflows via specially-crafted packets

McAfee KnowledgeBase - McAfee Security Bulletin - Firewall Enterprise update fixes NTP vulnerabilities

Bug 2668 – Buffer overflow in ctl_putdata()

'[security bulletin] HPSBOV03505 rev.1 - TCP/IP Services for OpenVMS running NTP, Remote Code Executi' - MARC

Vulnerability Note VU#852879 - Network Time Protocol (NTP) Project NTP daemon (ntpd) contains multiple vulnerabilities

StruxureWare Data Center Operation Software Vulnerability Fixes - User Assistance for StruxureWare Data Center Operation 8 - Help Center: Support for EcoStruxure IT, StruxureWare for Data Centers, and NetBotz

Security Advisory - NTPd Security Vulnerability in Multiple Huawei Products - Huawei PSIRT

Security Advisory SA62209 - Cisco ACNS (Application and Content Networking System) NTP Multiple Buffer Overflow Vulnerabilities - Secunia

Red Hat Customer Portal

'[security bulletin] HPSBGN03277 rev.1 - HP Virtualization Performance Viewer, Remote Execution of Co' - MARC

Support / Security / Advisories / / MDVSA-2015:003 | Mandriva

Multiple Vulnerabilities in ntpd Affecting Cisco Products

Arista - Security Advisory 0008

Bug 2667 – Buffer overflow in crypto_recv()

Mageia Advisory: MGASA-2014-0541 - Updated ntp packages fix security vulnerabilities

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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591070 Phoenix Contact Innominate mGuard Vulnerability (Security Advisory 2015/01/20-001)

591117 Siemens SINUMERIK Controllers Multiple Vulnerabilities (SSA-749212)

591374 Eaton Power XpertT Gateway models Remote Code Execution (RCE) Vulnerability (ETN-SB-2015-1000)
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