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Summary

CVE CVE-2014-9296

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-20 02:59:00 UTC

Updated 2021-11-17 22:15:00 UTC

Description The receive function in ntp_proto.c in ntpd in NTP before 4.2.8 continues to execute after detecting a certain authentication error, which might allow remote attackers to trigger an unintended association change via crafted packets.

Risk And Classification

Problem Types: CWE-17

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ntp Ntp All All All All

References

Reference

[security-announce] openSUSE-SU-2014:1670-1: critical: Security update f

Oracle Critical Patch Update - October 2016

support.ntp.org/bin/view/Main/SecurityNotice

HPE Support document - HPE Support Center

McAfee KnowledgeBase - McAfee Security Bulletin - Firewall Enterprise update fixes NTP vulnerabilities

'[security bulletin] HPSBOV03505 rev.1 - TCP/IP Services for OpenVMS running NTP, Remote Code Executi' - MARC

Network Time Protocol CVE-2014-9296 Unspecified Security Vulnerability

Vulnerability Note VU#852879 - Network Time Protocol (NTP) Project NTP daemon (ntpd) contains multiple vulnerabilities

Bug 2670 – receive(): missing return on error

Security Advisory SA62209 - Cisco ACNS (Application and Content Networking System) NTP Multiple Buffer Overflow Vulnerabilities - Secunia

Red Hat Customer Portal

'[security bulletin] HPSBGN03277 rev.1 - HP Virtualization Performance Viewer, Remote Execution of Co' - MARC

Bug 1176040 – CVE-2014-9296 ntp: receive() missing return on error
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All diffs for ChangeSet 1.3249

Support / Security / Advisories / / MDVSA-2015:003 | Mandriva

Multiple Vulnerabilities in ntpd Affecting Cisco Products

Arista - Security Advisory 0008

'[security bulletin] HPSBUX03240 SSRT101872 rev.2 - HP-UX Running NTP, Remote Execution of Code, Deni' - MARC

Mageia Advisory: MGASA-2014-0541 - Updated ntp packages fix security vulnerabilities

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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