
CVE-2014-9323
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2014-9323

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-16 18:59:00 UTC

Updated 2021-03-05 15:23:00 UTC

Description The xdr_status_vector function in Firebird before 2.1.7 and 2.5.x before 2.5.3 SU1 allows remote attackers to cause a denial of service (NULL pointer dereference, segmentation fault, and crash) via an op_response action with a non-empty status.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Firebirdsql Firebird All All All All

Application Firebirdsql Firebird All All All All

Application Firebirdsql Firebird All All All All

Operating System Opensuse Evergreen 11.4 All All All

Operating System Opensuse Evergreen 11.4 All All All
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Mageia Advisory: MGASA-2014-0523 - Updated firebird packages fix a remote denial of service vulnerability CONFIRM advisories.mageia.org

[security-announce] openSUSE-SU-2014:1621-1: important: fix server crash SUSE lists.opensuse.org

Firebird: Security Updates for v2.1 and v2.5 series CONFIRM www.firebirdsql.org

[#CORE-4630] Segfault in server caused by malformed network packet CVE-2014-9323 - Firebird RDBMS Issue Tracker CONFIRM tracker.firebirdsql.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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