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Summary

CVE CVE-2014-9328

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-03 16:59:00 UTC

Updated 2017-01-03 02:59:00 UTC

Description ClamAV before 0.98.6 allows remote attackers to have unspecified impact via a crafted upack packer file, related to a "heap out of bounds condition."

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Clamav Clamav All All All All

Operating System Fedoraproject Fedora 20 All All All

Operating System Fedoraproject Fedora 21 All All All

Operating System Fedoraproject Fedora 20 All All All

Operating System Fedoraproject Fedora 21 All All All

References

Reference Source Link Tags

USN-2488-2: ClamAV vulnerability | Ubuntu UBUNTU www.ubuntu.com

ClamAV® blog: ClamAV 0.98.6 has been released! CONFIRM blog.clamav.net Vendor Advisory

[security-announce] SUSE-SU-2015:0298-1: important: Security update for SUSE lists.opensuse.org

Security Advisory SA62536 - ClamAV Multiple Vulnerabilities - Secunia SECUNIA secunia.com

openSUSE-SU-2015:0906-1: moderate: Security update for clamav SUSE lists.opensuse.org

ClamAV CVE-2014-9328 Multiple Heap Buffer Overflow Vulnerabilities BID www.securityfocus.com

[SECURITY] Fedora 21 Update: clamav-0.98.6-1.fc21 FEDORA lists.fedoraproject.org

[security-announce] openSUSE-SU-2015:0285-1: important: Security update SUSE lists.opensuse.org

Security Advisory SA62757 - Ubuntu update for clamav - Secunia SECUNIA secunia.com
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[SECURITY] Fedora 20 Update: clamav-0.98.6-1.fc20 FEDORA lists.fedoraproject.org

Clam AntiVirus Heap Overflows Have Unspecified Impact - SecurityTracker SECTRACK securitytracker.com

ClamAV: Multiple vulnerabilities (GLSA 201512-08) — Gentoo Security GENTOO security.gentoo.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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