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Summary

CVE CVE-2014-9331

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-04 16:59:00 UTC

Updated 2018-10-09 19:55:00 UTC

Description Cross-site request forgery (CSRF) vulnerability in ZOHO ManageEngine Desktop Central before 9 build 90130 allows remote attackers to hijack the authentication of administrators for requests that add an administrator account via an addUser action to STATE_ID/1417736606982/roleMgmt.do.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Desktop Central All All All All

References

Reference Source

ManageEngine Desktop Central 9 Build 90087 - CSRF Vulnerability EXPLOIT-DB

Security Updates on Vulnerabilities - CVE-2014-9331- Cross Site Request Forgery Attack - Desktop Central Knowledge Base CONFIRM

SecurityFocus BUGTRAQ

ManageEngine Desktop Central 9 Cross Site Request Forgery ≈ Packet Storm MISC

ManageEngine Desktop Central CVE-2014-9331 Cross Site Request Forgery Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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