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Summary

CVE CVE-2014-9356

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-02 18:15:00 UTC

Updated 2019-12-11 20:30:00 UTC

Description Path traversal vulnerability in Docker before 1.3.3 allows remote attackers to write to arbitrary files and bypass a container protection mechanism via a full pathname in a symlink in an (1) image or (2) build in a Dockerfile.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Docker Docker All All All All

Application Docker Docker All All All All

References

Reference Source Link Tags

SecurityFocus BUGTRAQ www.securityfocus.com Broken Link

Bug 1172761 – CVE-2014-9356 docker: Path traversal during processing of absolute symlinks MISC bugzilla.redhat.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

900005 CBL-Mariner Linux Security Update for moby-buildx 0.4.1

902872 Common Base Linux Mariner (CBL-Mariner) Security Update for moby-buildx (4414)

982541 Go (go) Security Update for github.com/fsouza/go-dockerclient (GHSA-vj3f-3286-r4pf)
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