VE-2014-9374

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2014-9374
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-12 15:59:00 UTC
Updated 2018-10-09 19:55:00 UTC
Description Double free vulnerability in the WebSocket Server (res_http_websocket module) in Asterisk Open Source 11.x before 11.1¢

/ ]

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Digium Asterisk 11.0.0 All All All
Application Digium Asterisk 11.0.0 betal All All
Application Digium Asterisk 11.0.0 beta2 All All
Application Digium Asterisk 11.0.0 rcl All All
Application Digium Asterisk 11.0.0 rc2 All All
Application Digium Asterisk 11.1.0 All All All
Application Digium Asterisk 11.1.0 rci All All
Application Digium Asterisk 11.1.0 rc2 All All
Application Digium Asterisk 11.1.0 rc3 All All
Application Digium Asterisk 11.10.0 All All All
Application Digium Asterisk 11.10.0 rci All All
Application Digium Asterisk 11.11.0 All All All
Application Digium Asterisk 11.11.0 rci All All
Application Digium Asterisk 11.12.0 All All All
Application Digium Asterisk 11.12.0 rci All All
Application Digium Asterisk 11.13.0 All All All
Application Digium Asterisk 11.13.0 rcl All All
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Mageia Advisory: MGASA-2015-0010 - Updated asterisk packages fix CVE-2014-9374
Asterisk WebSocket Server Flaw Lets Remote Users Deny Service - Security Tracker
Multiple Asterisk Products WebSocket Server Denial of Service Vulnerability

Full Disclosure: AST-2014-019: Remote Crash Vulnerability in WebSocket Server
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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