CVE-2014-9387

Published on: 12/17/2014 12:00:00 AM UTC

Last Modified on: 03/23/2021 11:26:00 PM UTC
CVE-2014-9387

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCCICAC Certain versions of Businessobjects from Sap contain the following
’ vulnerability:

SAP BusinessObjects Edge 4.1 allows remote attackers to obtain the
SI_PLATFORM_SEARCH_SERVER_LOGON_TOKEN token and gain
privileges via a crafted CORBA call, aka SAP Note 2039905.

CVE-2014-9387 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 10- HIGH
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CVE References

Description Tags Link

SecurityFocus (%) BUGTRAQ 20141216 [Onapsis Security
Advisory 2014-034] SAP Business Objects

Search Token Privilege Escalation via CORBA

Full Disclosure: [Onapsis Security Advisory 2014-034] SAP I3 FULLDISC 20141216 [Onapsis Security

Business Objects Search Token Privilege Escalation via Advisory 2014-034] SAP Business Objects

CORBA Search Token Privilege Escalation via CORBA

Page Not Found | Onapsis ] MISC www.onapsis.com/research/security-
advisories/sap-business-objects-search-token-
privilege-escalation-via-corba

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
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https://cve.report/
https://cve.report/CVE-2014-9387/mitre
https://cve.report/CVE-2014-9387/nist
https://cve.report/CVE-2014-9387/cve_org
https://cve.report/CVE-2014-9387.pdf
http://cve.report/software/sap/businessobjects
http://cve.report/vendor/sap
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securityfocus.com/archive/1/534249/100/0/threaded
http://seclists.org/fulldisclosure/2014/Dec/60
http://www.onapsis.com/research/security-advisories/sap-business-objects-search-token-privilege-escalation-via-corba
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Sap Businessobjects 41 All All All
Application Sap Businessobjects 41 All All All

cpe:2.3:a:sap:businessobjects:4.1:*:*:*:edge:*:*:*:

cpe:2.3:a:sap:businessobjects:4.1:*:*:*:edge:*:*:*:

No vendor comments have been submitted for this CVE
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