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Summary

CVE CVE-2014-9425

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-31 02:59:00 UTC

Updated 2023-11-07 02:23:00 UTC

Description Double free vulnerability in the zend_ts_hash_graceful_destroy function in zend_ts_hash.c in the Zend Engine in PHP through 5.5.20 and 5.6.x through 5.6.4 allows remote attackers to cause a denial of service or possibly have unspecified other impact via unknown vectors.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X All All All All

Application Php Php 5.6.0 All All All

Application Php Php 5.6.1 All All All

Application Php Php 5.6.2 All All All

Application Php Php 5.6.3 All All All

Application Php Php 5.6.0 All All All

Application Php Php 5.6.1 All All All

Application Php Php 5.6.2 All All All

Application Php Php 5.6.3 All All All

Application Php Php All All All All

Application Php Php All All All All
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208.43.231.11 Git - php-src.git/commit git.php.net

APPLE-SA-2015-09-30-3 OS X El Capitan 10.11 APPLE lists.apple.com
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208.43.231.11 Git - php-src.git/commit CONFIRM git.php.net

Mageia Advisory: MGASA-2015-0040 - Updated php packages fix security vulnerabilities CONFIRM advisories.mageia.org

208.43.231.11 Git - php-src.git/commit git.php.net

208.43.231.11 Git - php-src.git/commit CONFIRM git.php.net

Red Hat Customer Portal REDHAT rhn.redhat.com

PHP: Multiple vulnerabilities (GLSA 201503-03) — Gentoo security GENTOO security.gentoo.org

Oracle Solaris Third Party Bulletin - July 2015 CONFIRM www.oracle.com

PHP CVE-2014-9425 Double Free Denial of Service Vulnerability BID www.securityfocus.com

208.43.231.11 Git - php-src.git/commit git.php.net

About the security content of OS X El Capitan v10.11 - Apple Support CONFIRM support.apple.com

PHP :: Bug #68676 :: Explicit Double Free CONFIRM bugs.php.net Vendor Advisory

oss-security - Re: CVE Request: Double Free in PHP MLIST openwall.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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