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CVE CVE-2014-9452
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2015-01-02 20:59:00 UTC
Updated 2017-09-08 01:29:00 UTC
Description Directory traversal vulnerability in VDG Security SENSE (formerly DIVA) 2.3.13 allows remote attackers to read arbitrary file
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Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Vdgsecurity Vdg Sense 2.3.13 All All
Application Vdgsecurity Vdg Sense 2.3.13 All All

Lang

All

All

uage

References

Source Link

Reference

VDG Security SENSE 2.3.13 File Disclosure / Bypass / Buffer Overflow =~ Packet Storm

Full Disclosure: SEC Consult SA-20141218-0 :: Multiple critical vulnerabilities in VDG Security SENSE (formerly DIVA)
IBM X-Force Exchange

VDG Security Sense Multiple Security Vulnerabilities

Vulnerability Lab - SEC Consult

CVE Program record

NVD vulnerability detail

.

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/CVE-2014-9452/nist
https://cve.report/CVE-2014-9452/cve_org
https://cve.report/api/cve/CVE-2014-9452.json
https://cve.report/CVE-2014-9452.pdf
http://cve.report/vendor/vdgsecurity
http://cve.report/software/vdgsecurity/vdg_sense
http://cve.report/vendor/vdgsecurity
http://cve.report/software/vdgsecurity/vdg_sense
http://packetstormsecurity.com/files/129656/VDG-Security-SENSE-2.3.13-File-Disclosure-Bypass-Buffer-Overflow.html
http://seclists.org/fulldisclosure/2014/Dec/76
https://exchange.xforce.ibmcloud.com/vulnerabilities/99331
http://www.securityfocus.com/bid/71736
https://www.sec-consult.com/fxdata/seccons/prod/temedia/advisories_txt/20141218-0_VDG_Security_SENSE_Multiple_critical_vulnerabilities_v10.txt
https://www.cve.org/CVERecord?id=CVE-2014-9452
https://nvd.nist.gov/vuln/detail/CVE-2014-9452
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