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CVE CVE-2014-9470
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2020-02-08 17:15:00 UTC
Updated 2020-02-12 16:11:00 UTC
Description Cross-site scripting (XSS) vulnerability in the loadForm function in Frontend/Modules/Search/Actions/Index.php in Fork CM:

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Fork-cms Fork Cms All All
Application Fork-cms Fork Cms All All

Edition Language
All All
All All

References

Reference Source
Fork 3.8.4 released - Blog - Fork CMS MISC
Full Disclosure: XSS Vulnerability in Fork CMS 3.8.3 MISC
Malformed Request MISC
Issues - forkems/forkems - GitHub MISC

Don't directly inject $_GET parameters in html. - forkems/forkems@4a78147 - GitHub  MISC

ITAS VietNam | Page not found MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/

Link
www.fork-cms.com
seclists.org
www.securityfocus.com
github.com

github.com
www.itas.vn
www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Tags

Vendor Adviso
Exploit, Mailing
Third Party Ad
Broken Link
Patch, Third P:
Broken Link
canonical

canonical, ana

il


https://cve.report/
https://cve.report/CVE-2014-9470/mitre
https://cve.report/CVE-2014-9470/nist
https://cve.report/CVE-2014-9470/cve_org
https://cve.report/CVE-2014-9470.pdf
http://cve.report/vendor/fork-cms
http://cve.report/software/fork-cms/fork_cms
http://cve.report/vendor/fork-cms
http://cve.report/software/fork-cms/fork_cms
http://www.fork-cms.com/blog/detail/fork-3.8.4-released
http://seclists.org/fulldisclosure/2015/Jan/38
http://www.securityfocus.com/bid/72017
https://github.com/forkcms/forkcms/issues/1018s
https://github.com/forkcms/forkcms/commit/4a7814762adf4f56f932d95146c7e4126d872114
http://www.itas.vn/news/itas-team-found-out-a-cross-site-scripting-vulnerability-in-fork-cms-70.html
https://www.cve.org/CVERecord?id=CVE-2014-9470
https://nvd.nist.gov/vuln/detail/CVE-2014-9470
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