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Summary

CVE CVE-2014-9489

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-17 14:29:00 UTC

Updated 2017-11-08 16:20:00 UTC

Description The gollum-grit_adapter Ruby gem dependency in gollum before 3.1.1 and the gollum-lib gem dependency in gollum-lib before 4.0.1 when the string "master" is in any of the wiki documents, allows remote authenticated users to execute arbitrary code via the -O or --open-files-in-pager flags.

Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gollum Project Gollum All All All All

Application Gollum Project Gollum-lib All All All All

Application Gollum Project Grit Adapter All All All All

References

Reference Source Link Tags

gollum 'grit_adapter' Adapter Remote Command Execution Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

Fix security issue with git grep -O · gollum/grit_adapter@4520d97 · GitHub CONFIRM github.com Issue Tracking, Patch, Third Party Advisory

oss-security - Re: Re: CVE request: remote code execution vulnerability in gollum < 3.1.1 MLIST www.openwall.com Issue Tracking, Mailing List, Patch, Third Party Advisory

Remote Code Execution Vulnerability (CVE-2014-9489) · Issue #913 · gollum/gollum · GitHub CONFIRM github.com Issue Tracking, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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