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Summary

CVE CVE-2014-9493

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-07 19:59:00 UTC

Updated 2019-02-01 18:09:00 UTC

Description The V2 API in OpenStack Image Registry and Delivery Service (Glance) before 2014.2.2 and 2014.1.4 allows remote authenticated users to read or delete arbitrary files via a full pathname in a file: URL in the image location property.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Image Registry And Delivery Service Glance All All All All

Application Openstack Image Registry And Delivery Service Glance All All All All

Application Openstack Image Registry And Delivery Service Glance All All All All

Application Redhat Openstack 4.0 All All All

Application Redhat Openstack 5.0 All All All

Application Redhat Openstack 4.0 All All All

Application Redhat Openstack 5.0 All All All

References

Reference

Red Hat Customer Portal

Oracle Bulletin Board Update - January 2015

OpenStack Open Source Cloud Computing Software » Message: [openstack-announce] [OSSA-2014-041] Glance v2 API unrestricted path traversal

OSSA-2014-041: Glance v2 API unrestricted path traversal — OpenStack Security Advisories 2014.2.0.dev84 documentation

Bug #1400966 “[OSSA-2014-041] Glance allows users to download an...” : Bugs : Glance

OpenStack Glance 'glance-api server' Security Bypass Vulnerability
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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