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CVE CVE-2014-9506
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-04 21:59:03 UTC
Updated 2026-05-06 22:30:45 UTC
Description MantisBT before 1.2.18 does not properly check permissions when sending an email that indicates when a monitored issue

/ |

Risk And Classification

Primary CVSS: v2.0 3.5 from nvd@nist.gov

AV:N/AC:M/Au:S/C:P/I:N/A:N

Problem Types: CWE-200 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity
\uthentication
Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:S/C:P/I:N/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mantisbt Mantisbt All All All All


https://cve.report/
https://cve.report/CVE-2014-9506/mitre
https://cve.report/CVE-2014-9506/nist
https://cve.report/CVE-2014-9506/cve_org
https://cve.report/api/cve/CVE-2014-9506.json
https://cve.report/CVE-2014-9506.pdf
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source L
0009885: Emails on relations is send to people who cannot see the related issue - MantisBT  af854a3a-2127-422b-91ae-364da2661108 w
Change Log - MantisBT af854a3a-2127-422b-91ae-364da2661108 w
Security Advisory SA62101 - Debian update for mantis - Secunia af854a83a-2127-422b-91ae-364da2661108 s
Debian -- Security Information -- DSA-3120-1 mantis af854a3a-2127-422b-91ae-364da2661108 w
oss-sec: MantisBT 1.2.18 Released af854a3a-2127-422b-91ae-364da2661108 s
CVE Program record CVE.ORG W
NVD vulnerability detail NVD n
q [

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://www.mantisbt.org/bugs/view.php?id=9885
https://www.mantisbt.org/bugs/changelog_page.php?version_id=191
http://secunia.com/advisories/62101
http://www.debian.org/security/2015/dsa-3120
http://seclists.org/oss-sec/2014/q4/955
https://www.cve.org/CVERecord?id=CVE-2014-9506
https://nvd.nist.gov/vuln/detail/CVE-2014-9506
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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