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CVE CVE-2014-9566
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-03-10 14:59:00 UTC
Updated 2015-03-11 19:19:00 UTC
Description Multiple SQL injection vulnerabilities in the Manage Accounts page in the AccountManagement.asmx service in the Solarwi
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Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Solarwinds Orion Ip Address Manager All All All All
Application Solarwinds Orion Netflow Traffic Analyzer All All All All
Application Solarwinds Orion Network Configuration Manager All All All All
Application Solarwinds Orion Network Performance Monitor All All All All
Application Solarwinds Orion Server And Application Manager All All All All
Application Solarwinds Orion User Device Tracker All All All All
Application Solarwinds Orion Voip Network Quality Manager All All All All
Application Solarwinds Orion Voip Network Quality Manager All All All All
Application Solarwinds Orion Web Performance Monitor All All All All
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Volatile Minds: Authenticated Stacked SQL injection in core Solarwinds Orion service (CVE-2014-9566)
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Full Disclosure: Multiple SQL injections in core Orion service affecting many Solarwinds products (CVE-2014-9566)
Solarwinds Orion Service SQL Injection ~ Packet Storm
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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