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Summary

CVE CVE-2014-9583

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-08 20:59:00 UTC

Updated 2018-04-27 01:29:00 UTC

Description common.c in infosvr in ASUS WRT firmware 3.0.0.4.376_1071, 3.0.0.376.2524-g0013f52, and other versions, as used in RT-AC66U, RT-N66U, and other routers, does not properly check the MAC address for a request, which allows remote attackers to bypass authentication and execute arbitrary commands via a NET_CMD_ID_MANU_CMD packet to UDP port 9999. 

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Asus Rt-ac66u All All All All

Hardware Asus Rt-ac66u All All All All

Hardware Asus Rt-n66u All All All All

Hardware Asus Rt-n66u All All All All

Operating System Asus Wrt Firmware 3.0.0.4.376.2524-g0012f52 All All All

Operating System Asus Wrt Firmware 3.0.0.4.376_1071 All All All

Operating System Asus Wrt Firmware 3.0.0.4.376.2524-g0012f52 All All All

Operating System Asus Wrt Firmware 3.0.0.4.376_1071 All All All

Operating System T-mobile Tm-ac1900 3.0.0.4.376_3169 All All All

Operating System T-mobile Tm-ac1900 3.0.0.4.376_3169 All All All

References

Reference Source Link

ASUS infosvr - Authentication Bypass Command Execution (Metasploit) - Hardware remote Exploit EXPLOIT-DB www.exploit-db.com

ASUSWRT 3.0.0.4.376_1071 - LAN Backdoor Command Execution EXPLOIT-DB www.exploit-db.com

How-to guides: Wi-Fi CellSpot Router | T-Mobile Support CONFIRM support.t-mobile.com

jduck/asus-cmd · GitHub MISC github.com
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ASUSWRT 3.0.0.4.376_1071 LAN Backdoor Command Execution ≈ Packet Storm MISC packetstormsecurity.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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