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CVE CVE-2014-9593
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-15 15:59:00 UTC
Updated 2015-01-16 18:34:00 UTC
Description Apache CloudStack before 4.3.2 and 4.4.x before 4.4.2 allows remote attackers to obtain private keys via a listSsICerts AP

/

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Cloudstack 4.4.0 All All All

Application Apache Cloudstack 4.41 All All All

Application Apache Cloudstack 4.4.0 All All All

Application Apache Cloudstack 4.41 All All All

Application Apache Cloudstack All All All All

Reference Source
About this new Release — Apache CloudStack Release Notes 4.3.2 documentation CONFIRNM

Security Advisory SA62216 - Apache CloudStack &quot;listSsiCerts&quot; API Private Keys Disclosure Security Issue - Secunia  SECUNIA

[CLOUDSTACK-7952] listSsICerts returns private key - ASF JIRA CONFIRNM
Issues Fixed in 4.4 — Apache CloudStack Release Notes 4.4.2 documentation CONFIRNM
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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