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Summary

CVE CVE-2014-9634

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-12 14:29:00 UTC

Updated 2017-09-21 18:47:00 UTC

Description Jenkins before 1.586 does not set the secure flag on session cookies when run on Tomcat 7.0.41 or later, which makes it easier for remote attackers to capture cookies by intercepting their transmission within an HTTP session.

Risk And Classification

Problem Types: CWE-254

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat 7.0.41 All All All

Application Apache Tomcat 7.0.42 All All All

Application Apache Tomcat 7.0.43 All All All

Application Apache Tomcat 7.0.44 All All All

Application Apache Tomcat 7.0.45 All All All

Application Apache Tomcat 7.0.46 All All All

Application Apache Tomcat 7.0.47 All All All

Application Apache Tomcat 7.0.48 All All All

Application Apache Tomcat 7.0.49 All All All

Application Apache Tomcat 7.0.50 All All All

Application Apache Tomcat 7.0.51 All All All

Application Apache Tomcat 7.0.54 All All All

Application Apache Tomcat 7.0.55 All All All

Application Apache Tomcat 7.0.56 All All All

Application Apache Tomcat 7.0.57 All All All

Application Apache Tomcat 7.0.58 All All All

Application Apache Tomcat 7.0.59 All All All
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Application Apache Tomcat 7.0.59 All All All

Application Apache Tomcat 7.0.60 All All All

Application Apache Tomcat 7.0.61 All All All

Application Apache Tomcat 7.0.62 All All All

Application Apache Tomcat 7.0.63 All All All

Application Apache Tomcat 7.0.64 All All All

Application Apache Tomcat 7.0.65 All All All

Application Apache Tomcat 7.0.66 All All All

Application Apache Tomcat 7.0.67 All All All

Application Apache Tomcat 7.0.68 All All All

Application Apache Tomcat 7.0.69 All All All

Application Apache Tomcat 7.0.70 All All All

Application Apache Tomcat 7.0.71 All All All

Application Apache Tomcat 7.0.72 All All All

Application Apache Tomcat 7.0.73 All All All

Application Apache Tomcat 7.0.74 All All All

Application Apache Tomcat 7.0.75 All All All

Application Apache Tomcat 7.0.76 All All All

Application Apache Tomcat 7.0.77 All All All

Application Apache Tomcat 7.0.78 All All All

Application Apache Tomcat 7.0.79 All All All

Application Apache Tomcat 7.0.80 All All All

Application Apache Tomcat 7.0.81 All All All

Application Apache Tomcat 7.0.41 All All All

Application Apache Tomcat 7.0.42 All All All

Application Apache Tomcat 7.0.43 All All All

Application Apache Tomcat 7.0.44 All All All

Application Apache Tomcat 7.0.45 All All All

Application Apache Tomcat 7.0.46 All All All

Application Apache Tomcat 7.0.47 All All All

Application Apache Tomcat 7.0.48 All All All

Application Apache Tomcat 7.0.49 All All All

Application Apache Tomcat 7.0.50 All All All

Application Apache Tomcat 7.0.51 All All All

Application Apache Tomcat 7.0.54 All All All

Application Apache Tomcat 7.0.55 All All All
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Application Apache Tomcat 7.0.56 All All All

Application Apache Tomcat 7.0.57 All All All

Application Apache Tomcat 7.0.58 All All All

Application Apache Tomcat 7.0.59 All All All

Application Apache Tomcat 7.0.60 All All All

Application Apache Tomcat 7.0.61 All All All

Application Apache Tomcat 7.0.62 All All All

Application Apache Tomcat 7.0.63 All All All

Application Apache Tomcat 7.0.64 All All All

Application Apache Tomcat 7.0.65 All All All

Application Apache Tomcat 7.0.66 All All All

Application Apache Tomcat 7.0.67 All All All

Application Apache Tomcat 7.0.68 All All All

Application Apache Tomcat 7.0.69 All All All

Application Apache Tomcat 7.0.70 All All All

Application Apache Tomcat 7.0.71 All All All

Application Apache Tomcat 7.0.72 All All All

Application Apache Tomcat 7.0.73 All All All

Application Apache Tomcat 7.0.74 All All All

Application Apache Tomcat 7.0.75 All All All

Application Apache Tomcat 7.0.76 All All All

Application Apache Tomcat 7.0.77 All All All

Application Apache Tomcat 7.0.78 All All All

Application Apache Tomcat 7.0.79 All All All

Application Apache Tomcat 7.0.80 All All All

Application Apache Tomcat 7.0.81 All All All

Application Jenkins Jenkins All All All All

References

Reference Source

[FIXED JENKINS-25019] · jenkinsci/jenkins@582128b · GitHub CONFIRM

oss-security - Re: ping on CVE Request for jenkins-tomcat: Secure and HttpOnly flags are not, set for cookies with Jenkins on Tomcat MLIST

1185148 – (CVE-2014-9634) CVE-2014-9634 Jenkins on Tomcat: failure to set secure flag on cookies CONFIRM

#769682 - jenkins-tomcat: Secure and HttpOnly flags are not set for cookies with Jenkins on Tomcat - Debian Bug report logs CONFIRM

Old Changelog CONFIRM

[#JENKINS-25019] updateSecureSessionFlag fails to set secure cookie flag - Jenkins JIRA CONFIRM
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Jenkins Session Cookie Multiple Security Bypass Vulnerabilities BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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