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CVE-2014-9635

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2017-09-12 14:29:00 UTC

2017-09-21 18:47:00 UTC

Jenkins before 1.586 does not set the HitpOnly flag in a Set-Cookie header for session cookies when run on Tomcat 7.0.41

Risk And Classification

Problem Types: CWE-254

NVD Known Affected Configurations (CPE 2.3)

Type

Application
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Application
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Application
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Application

Application

Vendor Product Version Update Edition Language
Apache Tomcat 7.0.41 All All All
Apache Tomcat 7.0.42 All All All
Apache Tomcat 7.0.43 All All All
Apache Tomcat 7.0.44 All All All
Apache Tomcat 7.0.45 All All All
Apache Tomcat 7.0.46 All All All
Apache Tomcat 7.0.47 All All All
Apache Tomcat 7.0.48 All All All
Apache Tomcat 7.0.49 All All All
Apache Tomcat 7.0.50 All All All
Apache Tomcat 7.0.51 All All All
Apache Tomcat 7.0.54 All All All
Apache Tomcat 7.0.55 All All All
Apache Tomcat 7.0.56 All All All
Apache Tomcat 7.0.57 All All All
Apache Tomcat 7.0.58 All All All
Apache Tomcat 7.0.59 All All All
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Reference

Old Changelog

[FIXED JENKINS-25019] - jenkinsci/jenkins@582128b - GitHub

Jenkins Session Cookie Multiple Security Bypass Vulnerabilities

[#JENKINS-25019] updateSecureSessionFlag fails to set secure cookie flag - Jenkins JIRA

oss-security - Re: ping on CVE Request for jenkins-tomcat: Secure and HttpOnly flags are not, set for cookies with Jenkins on Tomcat

#769682 - jenkins-tomcat: Secure and HttpOnly flags are not set for cookies with Jenkins on Tomcat - Debian Bug report logs
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1185151 — (CVE-2014-9635) CVE-2014-9635 Jenkins on Tomcat: failure to set httponly flag on cookies CON
CVE Program record CVE.

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

997499 Java (Maven) Security Update for org.jenkins-ci.main:jenkins-core (GHSA-7f6w-fhmr-j8hq)
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