CVE-2014-9637

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2014-9637
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-25 18:29:00 UTC
Updated 2017-08-30 01:16:00 UTC
Description GNU patch 2.7.2 and earlier allows remote attackers to cause a denial of service (memory consumption and segmentation
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 14.10 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 14.10 All All All
Operating System Fedoraproject Fedora 20 All All All
Operating System Fedoraproject Fedora 21 All All All
Operating System Fedoraproject Fedora 20 All All All
Operating System Fedoraproject Fedora 21 All All All
Application Gnu Patch All All All All
Operating System Mageia Mageia 4.0 All All All
Operating System Mageia Mageia 4.0 All All All
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Mageia Advisory: MGASA-2015-0068 - Updated patch packages fix security vulnerabiliies CONFIRM
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GNU patch 'set_hunkmax()' Function Denial of Service Vulnerability BID

Bug 1185262 — CVE-2014-9637 patch: local denial of service with a crafted patch CONFIRM
oss-security - Re: CVE request: directory traversal flaw in patch MLIST
patch.git - GNU patch CONFIRM
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CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

671067 EulerOS Security Update for patch (EulerOS-SA-2019-2645)
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