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Summary

CVE CVE-2014-9640

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-23 15:59:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description oggenc/oggenc.c in vorbis-tools 1.4.0 allows remote attackers to cause a denial of service (out-of-bounds read) via a crafted raw file.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Application Xiph Vorbis-tools 1.4.0 All All All

Application Xiph Vorbis-tools 1.4.0 All All All

References

Reference Source Link Tags

openSUSE-SU-2015:0231-1: moderate: Security update for vorbis-tools SUSE lists.opensuse.org

oss-security - Re: CVE request: two issues in vorbis-tools MLIST www.openwall.com

Mageia Advisory: MGASA-2015-0051 - Updated vorbis-tools package fixes security vulnerability CONFIRM advisories.mageia.org

[SECURITY] Fedora 21 Update: vorbis-tools-1.4.0-18.fc21 FEDORA lists.fedoraproject.org

Changeset 19117 – Xiph CONFIRM trac.xiph.org

oss-security - Re: CVE request: two issues in vorbis-tools MLIST www.openwall.com

#2009 (segfault when trying to encode trivial raw input) – Xiph CONFIRM trac.xiph.org

Support / Security / Advisories / / MDVSA-2015:037 | Mandriva MANDRIVA www.mandriva.com
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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