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readelf.c in file before 5.22, as used in the Fileinfo component in PHP before 5.4.37, 5.5.x before 5.5.21, and 5.6.x before 5

] 1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Debian Debian Linux 7.0 All All All
Debian Debian Linux 7.0 All All All
File Project File All All All All
Php Php 5.5.0 All All All
Php Php 5.5.0 alpha1 All All
Php Php 5.5.0 alpha2 All All
Php Php 5.5.0 alpha3 All All
Php Php 5.5.0 alpha4 All All
Php Php 5.5.0 alpha5 All All
Php Php 5.5.0 alphaé All All
Php Php 5.5.0 betal All All
Php Php 5.5.0 beta2 All All
Php Php 5.5.0 beta3 All All
Php Php 5.5.0 beta4 All All
Php Php 5.5.0 rct All All
Php Php 5.5.0 rc2 All All
Php Php 5.5.1 All All All
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Application Php Php 5.6.0 betal Al Al

Application Php Php 5.6.0 beta2 All All

Application Php Php 5.6.0 beta3 All All

Application Php Php 5.6.0 beta4 All All

Application Php Php 5.6.1 All All All

Application Php Php 5.6.2 All All All

Application Php Php 5.6.3 All All All

Application Php Php 5.6.4 All All All

Application Php Php All All All All

Reference Source Lin
Bail out on partial reads, from Alexander Cherepanov - file/file@445c8fb - GitHub CONFIRM  gitF
Red Hat Customer Portal REDHAT  rhn
'[security bulletin] HPSBMUO03409 rev.1 - HP Matrix Operating Environment, Multiple Vulnerabilities' - MARC HP ma
Debian -- Security Information -- DSA-3196-1 file DEBIAN ww
0000409: Malformed elf file causes access to uninitialized memory - bugs.gw.com CONFIRM  buc
file: Multiple vulnerabilities (GLSA 201701-42) — Gentoo security GENTOO  sec
USN-3686-1: file vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU  usr
Oracle Linux Bulletin - April 2016 CONFIRM  ww
Oracle Solaris Third Party Bulletin - July 2015 CONFIRM  ww
Oracle Linux Bulletin - October 2015 CONFIRM  ww
oss-security - Re: CVE Request: PHP/file: out-of-bounds memory access in softmagic MLIST ope
[PATCH] readelf.c: better checks for values returned by pread MLIST mx
"[security bulletin] HPSBMUO03380 rev.1 - HP System Management Homepage (SMH) on Linux and Windows, Mu' - MARC HP ma
PHP: PHP 5 Changelog CONFIRM  phg
file 'readelf.c’ Out-of-Bounds Read Vulnerability BID ww
CVE Program record CVE.ORG ww
NVD vulnerability detail NVD nvc
A

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710357 Gentoo Linux file Multiple Vulnerabilities (GLSA 201701-42)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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